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Abstract. This paper presents a digital speech encryption scheme based on
homomorphic encryption, which uses a symmetrical key cryptosystem
(MORE-method) with probabilistic statistics and fully homomorphic properties
to encrypt speech signals. In the proposed scheme, each sample of speech signal
is firstly multiplied one weight, and then encrypted, the normalization is
exploited to make the data expend lossy compression. Finally, a recombination
method of the cipher-text is proposed to obtain the corresponding speech
cipher-text with good performances. Experimental results show that the pro-
posed scheme is homomorphism, which has strong diffusibility and a large
key-space. What’s more, it is robustness to statistical analysis attacks, decreased
the residual intelligibility as small as possible. Moreover, the encrypted speech
can be decrypted completely. Compared with two dimensional chaotic and
Paillier cryptosystem, the proposed scheme is more security and lower com-
plexity, so the proposed scheme especially meets the sensitive speech security in
the cloud.

Keywords: Fully homomorphic symmetrical encryption � Digital speech �
Speech security � Normalization � Homomorphism

1 Introduction

Digital speeches are widely used in many territories, more and more speech files are
produced and stored in the cloud. And, the integrity, confidentiality and availability of
digital speeches become more and more important in the cloud storage. The problems
how to protect the integrity and confidentiality of digital speeches arise. In [1], it shows
a method which is used to protect the integrity of data in public cloud storage. But
protecting the confidentiality of digital speeches is still a problem in public cloud
storage, even users can accurately acquire the recommendations of digital speeches
with a recommender approach in [2]. The traditional way of encrypting speech signal is
permutation-based [3–8], the encryption methods just change the seats of samples but
not change the samples themselves. When the original digital speech is needed to
process, the encrypted speech must be decrypted, which will leak confidential infor-
mation to the public. However, using homomorphic cryptographic algorithms can
protect privacy and enable computation on encrypting data. In [9], it shows that solving
these types of problems by processing the signals in an encrypted form using fully
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homomorphic encryption. In recent years, because of the good properties of homo-
morphic encryption, the encrypted multimedia signals can be stored in the cloud and be
processed by the third party. Some scholars do some works on image homomorphic
encryption [10–13], and speech homomorphic encryption [14], the homomorphic
cryptosystem which they use mostly is the Paillier cryptosystem [15], but it is a
asymmetrical and partly homomorphic encryption which has high computation com-
plexity. In this paper, we proposed a practical implementation speech encryption
scheme based on homomorphic encryption which can be exploited to encrypt digital
speech effectively.

The remainder of this paper is organized as follows. The MORE-method is
described in Sect. 2. In Sect. 3, the proposed scheme is given. In Sect. 4, algorithm
performance analysis and comparison are given. The conclusions are drawn in Sect. 5.

2 The MORE-Method Cryptosystem

The concept of probabilistic secure cryptosystem was proposed in [16]. Cryptosystems
that satisfy both the homomorphic and probabilistic properties do exist. One of them is
MORE-method cryptosystem [17]. According to Refs. [16, 17], it is known that
MORE-method cryptosystem is probabilistic symmetrical fully homomorphic cryp-
tosystem. A brief introduction of MORE-method cryptosystem is presented below:

Symmetric-Key Generation. Selects two large prime numbers p and q randomly.
Computes their product N and ZN (ZN is integer in N), choose four numbers in ZN
randomly to form one invertible matrix S as the symmetric key for encryption.

Encryption. For each plain-text Xi, select a random large-number Yi in ZN. The
encryption process of Xi is defined as Eq. (1).

Ci ¼ Ek Xi; Yi½ � ¼ S � Xi 0
0 Yi

� �
� S�1 ¼ c11 c12

c21 c22

� �
ð1Þ

the cipher-text can be regarded as the four values c11; c12; c21; c22.

Decryption. Let c11; c12; c21; c22 be the cipher-texts. The decryption process of
c11; c12; c21; c22 is defined as Eq. (2).

Dk Cið Þ ¼ Dk c11; c12; c21; c22½ � ¼ S�1 � c11 c12
c21 c22

� �
� S ¼ Xi 0

0 Yi

� �
ð2Þ

after decryption, the decrypted plain-text can be obtained from the first element Xi of
the decrypted matrix.

Using MORE-method cryptosystem to encrypt digital speech can protect the pri-
vacy and the confidential of digital speech content in the cloud, the proposed practical
scheme is described in the following section.
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3 The Proposed Speech Encryption Scheme Based
on Homomorphic Encryption

3.1 Speech Encryption

Suppose that an original speech signal X ¼ a ið Þ i ¼ 1; 2; . . .; Ijf g with I samples is
quantified in 16 bits, where the quantified value a(i) belongs to �1; 1ð Þ. The details of
the proposed encryption scheme is illustrated as following:

Step 1: Encrypt speech signal. In this phase, the speech signal X ¼ a ið Þjf
i ¼ 1; 2; . . .; I:g is encrypted by MORE-method cryptosystem. For two large
primes p and q, calculate N = pq, choose four numbers in ZN randomly to
form one invertible matrix S as the symmetric key matrix as Eq. (3).
MORE-method only works on real integer values, if a speech is needed to
encrypt by MORE-method, all the speech samples must be quantized to
integers. In order to satisfy that demand, the original speech signal should be
converted into another signal X 0 ¼ Ma ið Þ i ¼ 1; 2; . . .; Ijf g, which all samples
are real integer values, by multiply one weight M ¼ N

�
102 (a estimated

value), where Ma(i) belongs to �N
�
102;N

�
102

� �
. For each sample value, the

encrypted value of each sample is calculated as Eq. (4).

S ¼ s11 s12
s21 s22

� �
; 0� s11; s12; s21; s22 �N ð3Þ

Ci ¼ Ek M � a ið Þ; r ið Þ½ � ¼ S � M � a ið Þ 0
0 r ið Þ

� �
� S�1 ¼ c11 c12

c21 c22

� �
ð4Þ

where r(i) is a randomly selected larger-number in ZN, and c11; c12; c21; c22 are
the speech cipher-text values, all the speech signal samples of cipher-text
values are collected to form four encrypted speech signal. The data extension
will occur after encryption, and one sample will become quadruple and the
size of each encrypted speech signal become much bigger than the original
speech signal.

Step 2: Compress speech cipher-texts by normalization. In the proposed scheme, the
biggest elements of c11; c12; c21; c22 are taken and defined as C11;C12;C21;C22,
respectively; the round up of C11;C12;C21;C22 can be expressed as
C

0
11;C

0
12;C

0
21;C

0
22. The normalization results are d11¼ c11

�
C

0
11, d12¼ c12

�
C

0
12,

d21¼ c21
�
C

0
21, and d22¼ c22

�
C

0
22.

Step 3: Recombine compressed speech cipher-texts. Firstly, the odd number fo ¼
f1; f3; � � � ; fn�1f g of cipher-text d11 ¼ f1; f2; f3; � � � ; fnf g and the even number

ge ¼ g2; g4; � � � ; gnf g of cipher-text d21 ¼ g1; g2; g3; � � � ; gnf g can be taken
to constitute one new encrypted signal d

0
11 ¼ f1; g2; f3; g4; � � � ; fn�1; gnf g; and

the remind cipher-texts constitute another new encrypted signal d
0
21 ¼ g1;f

f2; g3; f4; � � � ; gn�1; fng. Meanwhile, the odd number ho ¼ h1; h3; � � � ; hn�1f g
of cipher-text d12 ¼ h1; h2; h3; � � � ; hnf g, and the even number
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je ¼ j2; j4; � � � ; jnf g of cipher-text d22 ¼ j1; j2; j3; � � � ; jnf g can also be taken to
constitute a new encrypted signal d

0
12 ¼ h1; j2; h3; j4; � � � ; hn�1; jnf g, and the

remainder do the same operation to constitute another new encrypted signal
d

0
22 ¼ j1; h2; j3; h4; � � � ; jn�1; hnf g. Then, we can get four encrypted signals

d
0
11; d

0
12; d

0
21; d

0
22.

3.2 Speech Decryption

The details of decryption speech scheme are illustrated as follows:

Step 1: Recover compressed speech cipher-text. Because of the properties of homo-
morphic encryption, a receiver obtains cipher-texts d

0
11; d

0
12; d

0
21; d

0
22, who can

get the cipher-texts d11; d12; d21; d22 with the inverse process of method
mentioned in step 3 of Sect. 3.1.

Step 2: Decompress speech cipher-texts. After got the speech cipher-texts
d11; d12; d21; d22, the speech receiver performs the inverse process of step 2
in Sect. 3.1 to get the cipher-texts c11; c12; c21; c22.

Step 3: Decrypt speech cipher-text. With the symmetric key S, the principal content of
original speech can be reconstructed by using inverse process of step 1 in
Sect. 3.1. The details are as follows, the receiver knows the symmetric key
S can decrypt the cipher-text matrix Ci and recover the plain-text a(i) by
simple matrix multiplication as Eq. (5).

Dk Cið Þ ¼ Dk c11; c12; c21; c22½ � ¼ S�1 � c11 c12
c21 c22

� �
� S ¼ Ma ið Þ 0

0 r ið Þ
� �

ð5Þ

after decryption, take the first element Ma(i) of the decrypted matrix as the
plain-text. The decrypted speech signal a(i) can be obtained by moving the
weight M by a ið Þ ¼ Ma ið Þ=M.

4 Performance Analysis and Comparison

In order to illuminate the proposed scheme for homomorphic encryption of digital
speech, series of experiments are given with the following examples. In our all tests,
speech signals are all adopted by 16-bit quantified mono speech files sampled at 8 kHz
with WAVE format, the number of sampling points is 3000, the weight is set as 1056.
All of the experiments are performed on a PC with 3.40 GHZ CPU and 4.00 GB main
memory.

4.1 Properties of Speech Encryption and Decryption

In the proposed scheme, the digital speech signals are encrypted in time domain, and
the encrypted results are shown in Fig. 1(b, c, d, e). Form Fig. 1 (b, c, d, e), we can see
that the waveforms of the encrypted speech are uniform distribution, and the encrypted
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speech is similar to the noise. It indicates that the proposed scheme has a good dif-
fusibility and encryption performance. Meanwhile, the decrypted speech is similar to
the original speech signal shown in Fig. 2(f).

4.2 Property of Homomorphism

The DFT of a sequence x(n) is defined as

X kð Þ ¼
XM�1

n¼0

x nð Þ � e�j2pMnk; k ¼ 0; 1; . . .;M � 1 ð6Þ

where x(n) is a finite duration sequence with length M.
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Fig. 1. Homomorphic encryption of speech. (a) Original signal. (b, c, d, e) Encrypted speeches.

0 1000 2000 3000
-1

0

1

Samples
(b) Part 1 of the encrypted signal

Am
pl

itu
de

s

0 1000 2000 3000
-1

0

1

Samples
(c) Part 2 of the encrypted signal

Am
pl

itu
de

s

0 1000 2000 3000
-1

0

1

Samples
(d) Part 3 of the encrypted signal

Am
pl

itu
de

s

0 1000 2000 3000
-1

0

1

Samples
(e) Part 4 of the encrypted signal

Am
pl

itu
de

s

0 1000 2000 3000
-1

0

1

Samples
(f) The decrypted signal

Am
pl

itu
de

s

Fig. 2. Homomorphic decryption of speech. (b, c, d, e) Encrypted speeches. (f) Decrypted
speech.
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If one cryptosystem satisfy Eq. (7) [18], it means that if one does some operation
on speech cipher-text, who amounts to doing the corresponding operation on speech
plain-text, it is homomorphism.

Dk F0 Ek Oið Þ½ �f g ¼ F Oið Þ ð7Þ

where Oi is the plain-text, Ek, Dk are the encryption and decryption operation of the
cryptosystem respectively, F represents an operation function for plain-text, and F0 is
the corresponding function for cipher-text.

Homomorphic Operation. Considering a scenario in the DFT transform as Eq. (6) is
done on encrypted speech Ci, and obtain the transform result, then decrypt the trans-
form result. The process is shown as Eq. (8).

Dk D Ci½ �f g ¼ S�1 �
XI�1

i¼0

Ci � e�j2pI ik

" #
� S ¼ S�1 �

XI�1

i¼0

S � Ma ið Þ 0

0 r ið Þ

� �
� S�1 � e�j2pI ik

" #
� S

¼
XI�1

i¼0

S�1 � S � Ma ið Þ 0

0 r ið Þ

� �
� S�1 � S � e�j2pI ik ¼

PI�1
i¼0 Ma ið Þe�j2pI ik 0

0
PI�1

i¼0 r ið Þe�j2pI ik

" #
ð8Þ

where D stands for the DFT transform, a ið Þ i ¼ 1; 2; . . .; Ijf g are samples of original
speech, M is the weight. Taking the first element of the decrypted matrix of Eq. (8) as
the plain-text. We can see that doing DFT transform on encrypted speech amounts to
doing DFT transform on original speech using the proposed scheme as Eq. (7).

4.3 Properties of Security

A. Key-Space and Cipher-Text Size Analysis

A good encryption algorithm must have a large key space to make the brute-force attack
infeasible. In order to resist brute force attacks, the key space for the encryption algo-
rithm should be more than 2128 [19]. For the proposed scheme, the key matrix elements
are selected from ZN, and the size of each element is as big as N. In this paper, N is
selected as 2194 p ¼ 267 � 1; q ¼ 2127 � 1

� �
, so the total key space is 4� 2196, so the

key space of the proposed scheme exceeds the standard key space for 266. According to
the proposed scheme, the size of the speech plain-text, key and inverse of key are all as
big as N ¼ 2194; the cipher-texts c11; c12; c21; c22 are the product of the plain-text, the
key and inverse of key; therefore, the sizes of c11; c12; c21; c22 are all N3 ¼ 2582.

B. Residual Intelligibility

Time-varying spectrum behavior of a significative speech signal can be shown intu-
itively in speech spectrograms. Using the proposed scheme can change a significative
speech spectrograms completely. The speech spectrograms of the original and
encrypted speech are shown in Fig. 3. It is evident that the encrypted speech in the
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proposed scheme is obviously similar to white noise without any talk spurts, the
intonation of original speech has been removed, which indicates that residual intelli-
gibility of encrypted speech is useless for eavesdroppers at the communication channel.

C. Statistical Analysis and Histogram Comparison

When multimedia are protected by the encryption or steganography method, if the
histograms of protected multimedia have not changed or changed little, one can reveals
the histograms to attack the protected multimedia [20]. Statistical analysis has been
performed on the proposed scheme to demonstrate its superior confusion and diffusion
properties, which strongly resist the statistical attacks. In the proposed scheme, the
sample values of original speech have been changed. The histograms of encrypted
speech are shown in Fig. 4(b, c, d, e), the attacker can not know the original histogram
from the encrypted speech. However, the original speech is encrypted by two
dimensional chaotic maps in [5], the sample positions are permuted and the sample
values are not masked in the encrypted phase pseudorandomly, the histogram of
encrypted speech using the two dimensional chaotic maps is shown in Fig. 5. The
original and encrypted speech have the same statistical characteristic according to
Figs. 4(a) and 5(f), an attacker without the key can know the original histogram from
encrypted values. Therefore, the security of our scheme is better than the scheme
proposed in [5].
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Fig. 3. Spectrograms of the original signal and the encrypted speech signal.
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D. Correlation Test

A useful measure to assess the encryption quality of any cryptosystem is the correlation
coefficient between the original signal and the encrypted signal. It can be calculated as
Eq. (9).

r x; yð Þ ¼ cov x; yð Þffiffiffiffiffiffiffiffiffiffi
D xð Þp ffiffiffiffiffiffiffiffiffiffi

D yð Þp ð9Þ

where cov x; yð Þ ¼ 1=N
PN

i¼1 xi � E xð Þð Þ yi � E yð Þð Þ is the covariance between the

adjacent sampling points of digital speech signal, D xð Þ ¼ 1=N
PN

i¼1 xi � E xð Þð Þ2 is the
variances of the signals x, D(y) is the variances of the signals y, and
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Fig. 4. Histograms of the original speech and the encrypted speech in proposed scheme
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E xð Þ ¼ 1=N
PN

i¼1 xi, N is the number of speech samples involved in the calculations.
The small value of the correlation coefficient r indicates a good encryption quality.

To test the correlation between two adjacent samples (AS) quantitative value
(QV) in the original speech and the encrypted speech, the following procedure was
carried out. Firstly, randomly select 1500 pairs of adjacent quantitative value from a
speech. The correlation distribution of two adjacent quantitative value in original
speech and encrypted speech is shown in Fig. 6, and the correlation coefficients are
0.7386 and 0.0115 respectively. Then, the correlation coefficients of two adjacent
quantitative value in original speech and in encrypted speech of four types selected
speeches are tabulated in Table 1. These correlation analysis above prove that the
proposed encryption speech scheme satisfy low correlation.

E. Computation Complexity and Time-Consuming

According to the proposed scheme, its encryption and decryption algorithm compu-
tation complexity are all O n2ð Þ, however, the encryption algorithm computation
complexity of using the Paillier cryptosystem [10, 12–14] is O gnð Þ (g is a constant in
Paillier cryptosystem); and the decryption algorithm computation complexity of the
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Paillier cryptosystem is O nlog n
� �

. So the proposed scheme has lower computation
complexity than Paillier cryptosystem.

In the encryption and decryption test, time-consuming of encryption a 513 ms
Chinese speech file and a 215 ms English speech file by the proposed scheme are
0.2466 s and 0.3075 s, decryption the Chinese speech and the English speech
cipher-texts are 0.7990 s and 1.2481 s, respectively.

4.4 Quality of Decrypted Speech Signal

In order to measure the quality of decrypted speech signals. The traditional Signal
to-Noise Ratio (SNR), segmental Signal-to-Noise Ratio (SNRseg) and the correlation
coefficient Raa0 are used in this paper. The definition of SNR is shown as Eq. (10).

SNR ¼ 10 lg
XN
i¼1

a2 ið Þ
,XN

i¼1

a ið Þ � a ið Þ0� �2 !
ð10Þ

where a ið Þ is the original speech signal and a ið Þ0 is the decrypted speech signal.
The most popular one of the time domain metrics is the SNRseg, which is defined as

the average of the SNR values. The SNRseg values come from short segments of the
output signal. It is a good estimator for speech signal quality. It is defined as Eq. (11).

SNRseg ¼ 10
W

XM�1

m¼0

lg
XKmþ k�1

i¼Km

a2 ið Þ
a ið Þ � a0 ið Þ
� 	2

ð11Þ

where W is the number of segments in the output signal, and K is the length of each
segment (K ¼ 5).

The correlation coefficient Raa0 of the original speech signal and the decrypted
signal is defined as Eq. (12). As the value of Raa0 is close to 1, the decrypted speech
becomes similar to the original speech signal.

Raa0 ¼ cov a ið Þ; a0 ið Þð Þffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
D a ið Þð Þp ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

D a0 ið Þð Þp ð12Þ

In this paper, the SNR, SNRseg and Raa0 of decrypted speech are listed in Table 2.
Form Table 2, we can see that the decrypted speech are similar as the original speech,
which indicates the original speech signal can be recovered accurately.

Table 1. Correlation coefficients of two adjacent quantitative values

Original speech Encrypted speech

Man (Chinese) 0.9943 −0.0070
Woman (Chinese) 0.9850 −0.0010
Man (English) 0.9953 0.0014
Woman (English) 0.9488 0.0027
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5 Conclusion

In this paper, one practical and effective fully homomorphic symmetrical encryption
scheme of speech signal is proposed. Firstly, we introduce the fully homomorphic
symmetrical encryption arithmetic, then we give out a speech encryption scheme using
the fully homomorphic symmetrical encryption arithmetic. The algorithm analysis and
experimental results show that the proposed scheme is homomorphism, which has large
key space, good diffusibility, perfect randomness of cipher-text. It is also robustness to
statistical analysis attacks. Moreover, this encryption algorithm not only wipe off
original intonations character but also has a lower complexity, and it is more security.

Acknowledgments. This work was supported by the National Natural Science Foundation of
China (NSFC) under the grant No. U1536110.

References

1. Ren, Y., Shen, J., Wang, J., Han, J., Lee, S.: Mutual verifiable provable data auditing in
public cloud storage. J. Internet Technol. 16(2), 317–323 (2015)

2. Ma, T., Zhou, J., Tang, M., Tian, Y., Al-Dhelaan, A., Al-Rodhaan, M., Lee, S.: Social
network and tag sources based augmenting collaborative recommender system. IEICE Trans.
Inf. Syst. E98-D(4), 902–910 (2015)

3. Kanhe, A., Aghila, G., Kiran, C.Y.S., Ramesh, C.H., Jadav, G., Gowtham Raj, M.: Robust
audio steganography based on advanced encryption standards in temporal domain. In:
IEEE ICACCI 2015, pp. 1449–1453 (2015)

4. Eldin, S.M.S., Khamis, S.A., Hassanin, A.A.I.M., Alsharqawy, M.A.: New audio encryption
package for TV cloud computing. Int. J. Speech Technol. 18(1), 131–142 (2015)

5. Mostafa, A., Soliman, N.F., Abdalluh, M., EI-samie, F.E.A.: Speech encryption using two
dimensional chaotic maps. In: IEEE ICENCO 2015, pp. 235–240 (2015)

6. Zeng, L., Zhang, X., Chen, L., Fan, Z., Wang, Y.: Scrambling-based speech encryption via
compressed sensing. EURASIP J. Adv. Signal Process. http://asp.eurasipjournals.com/
content/2012/1/257

7. Wang, H., Zhou, L., Zhang, W., Liu, S.: Watermarking-based perceptual hashing search
over encrypted speech. In: Shi, Y.-Q., Kim, H.J., Pérez-González, F., Echizen, I. (eds.)
IWDW 2015. LNCS, vol. 9569, pp. 423–434. Springer, Heidelberg (2014). doi:10.1007/
978-3-662-43886-2_30

8. García-Martínez, M., Ontañón-García, L.J., Campos-Cantón, E., Celikovský, S.: Hyper-
chaotic encryption based on multi-scroll piecewise linear systems. Appl. Math. Comput.
270, 413–424 (2015)

Table 2. Quality metrics values for the decrypted speech signals

Quality metrics Value

SNR dBð Þ 45.0206
SNRseg dBð Þ 45.2222
Raa0 1.0000

Privacy Protection of Digital Speech Based on Homomorphic 375

Downloaded from http://iranpaper.ir
http://www.itrans24.com/landing1.html

http://asp.eurasipjournals.com/content/2012/1/257
http://asp.eurasipjournals.com/content/2012/1/257
http://dx.doi.org/10.1007/978-3-662-43886-2_30
http://dx.doi.org/10.1007/978-3-662-43886-2_30


9. Shortell, T., Shokoufandeh, A.: Secure signal processing using fully homomorphic
encryption. In: Battiato, S., Blanc-Talon, J., Gallo, G., Philips, W., Popescu, D., Scheunders,
P. (eds.) ACIVS 2015. LNCS, vol. 9386, pp. 93–104. Springer, Heidelberg (2015). doi:10.
1007/978-3-319-25903-1_9

10. Zhang, X., Long, J., Wang, Z., Cheng, H.: Lossless and reversible data hiding in encrypted
images with public key cryptography. IEEE Trans. Circuits Syst. Video Technol. PP, 1
(2015)

11. Yang, P., Gui, X., An, J., Tian, F., Wang, J.: An encrypted image editing scheme based on
homomorphic encryption. In: IEEE INFOCOM Workshops, pp. 109–110 (2015)

12. Zhang, Y., Zhuo, L., Peng, Y., Zhang, J.: A secure image retrieval method based on
homomorphic encryption for cloud computing. In: 19th International Conference on Digital
Signal Processing, pp. 269–274. IEEE (2014)

13. Li, Y., Zhou, J., Li, Y., Au, O.C.: Reducing the ciphertext expansion in image homomorphic
encryption via linear interpolation technique. In: IEEE GlobalSIP, pp. 800–804 (2015)

14. Hendriks, R.C., Erkin, Z., Gerkmann, T.: Privacy-preserving distributed speech enhance-
ment for wireless: sensor networks by processing in the encrypted domain. In:
IEEE ICASSP, pp. 7005–7009 (2013)

15. Paillier, P.: Public-key cryptosystems based on composite degree residuosity classes. In:
Stern, J. (ed.) EUROCRYPT 1999. LNCS, vol. 1592, pp. 223–238. Springer, Heidelberg
(1999). doi:10.1007/3-540-48910-X_16

16. Goldwasser, S., Micali, S.: Probabilistic encryption. J. Comput. Syst. Sci. 28(2), 270–299
(1984)

17. Kipnis, A., Hibshoosh, E.: Efficient methods for practical fully homomorphic symmetric key
encryption, randomization and verification. http://eprint.iacr.org/2012/637

18. Gentry, C.: Computing arbitrary functions of encrypted data. Commun. ACM 53(3), 97–105
(2010)

19. ECRYPT II yearly report on algorithms and keysizes. In: European Network of Excellence
in Cryptology. http://cordis.europa.eu/docs/projects/cnect/6/216676/080/deliverables/002-
DSPA20

20. Xia, Z., Wang, X., Sun, X., Liu, Q., Xiong, N.: Steganalysis of LSB matching using
differences between nonadjacent pixels. Multimed. Tools Appl. 75(4), 1947–1962 (2016)

376 C. Shi et al.

Downloaded from http://iranpaper.ir
http://www.itrans24.com/landing1.html

http://dx.doi.org/10.1007/978-3-319-25903-1_9
http://dx.doi.org/10.1007/978-3-319-25903-1_9
http://dx.doi.org/10.1007/3-540-48910-X_16
http://eprint.iacr.org/2012/637
http://cordis.europa.eu/docs/projects/cnect/6/216676/080/deliverables/002-DSPA20
http://cordis.europa.eu/docs/projects/cnect/6/216676/080/deliverables/002-DSPA20

	Privacy Protection of Digital Speech Based on Homomorphic Encryption
	Abstract
	1 Introduction
	2 The MORE-Method Cryptosystem
	3 The Proposed Speech Encryption Scheme Based on Homomorphic Encryption
	3.1 Speech Encryption
	3.2 Speech Decryption

	4 Performance Analysis and Comparison
	4.1 Properties of Speech Encryption and Decryption
	4.2 Property of Homomorphism
	4.3 Properties of Security
	4.4 Quality of Decrypted Speech Signal

	5 Conclusion
	Acknowledgments
	References


