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In this paper, a novel image encryption scheme is proposed based on reversible cellular
automata (RCA) combining chaos. In this algorithm, an intertwining logistic map with com-
plex behavior and periodic boundary reversible cellular automata are used. We split each
pixel of image into units of 4 bits, then adopt pseudorandom key stream generated by the
intertwining logistic map to permute these units in confusion stage. And in diffusion stage,
two-dimensional reversible cellular automata which are discrete dynamical systems are
applied to iterate many rounds to achieve diffusion on bit-level, in which we only consider
the higher 4 bits in a pixel because the higher 4 bits carry almost the information of an
image. Theoretical analysis and experimental results demonstrate the proposed algorithm
achieves a high security level and processes good performance against common attacks
like differential attack and statistical attack. This algorithm belongs to the class of symmet-
ric systems.

� 2013 Elsevier B.V. All rights reserved.
1. Introduction

With the development of internet, information security receives more and more attention. Generally encryption can
effectively protect people’s information transmitted through public channels. But traditional encryptions methods have lim-
itation in encrypting images such as low efficiency, bulky data, and high correlation among pixels and so on [1–3]. Chaos,
which is a complex nonlinear system [4,5], has favorable properties that are suitable for encryption such as high sensitivity
to initial values and system parameters, unpredictability, pseudo-randomness and ergodicity [6,7]. So the chaos theory is
increasingly applied to cryptosystems. In the last decade, many researchers have proposed many encryption schemes based
on chaos [2,3,8–17], most of which are image encryption. Image encryption is usually divided into two subprocesses, con-
fusion and diffusion stage. In the confusion stage, the image pixels are permuted using some transformation method like
baker map [3], magic square [18], Arnold map-based [19], while the pixel values remain unchanged. Diffusion stage mainly
masks each pixel after permutation sequentially.

In this paper, we combine cellular automata (CA) with chaos to propose a new image encryption. Cellular automata are
highly parallel and distributed systems that can simulate complicated behaviors [20]. The large number of CA rules enables
many ways to generate sequences. Further, cellular automata evolve by only simple logic computations, with pseudorandom
and complex behavior. Cellular automata are also applied in symmetric cipher and public cipher. Public cipher based on cel-
lular automata was first proposed by Guan [21], stream cellular automata stream cipher was proposed by Wolfram [22].
Later, many scholars proposed encryption algorithms based on cellular automata [23–26]. In [25] the authors used reversible
cellular automata to implement block encryption algorithm. In our work, we take advantage of strongpoint of both chaos and
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cellular automata to design a new image encryption algorithm. All operations are executed on bit-level. In permutation
stage, we use pseudorandom sequences generated by a chaotic map to shuffle the units constructing each pixel. It also
changes pixel values besides permutation. In diffusion stage, reversible cellular automata are adopted to iterate on pixel bits
many rounds to substitute pixels. The advantages of cellular automata in encryption are listed below:

(1) Large evolution rules space.
(2) Cellular automata only contain integer arithmetic or logic operations, simplifying the computation.
(3) Cellular automata also show complex behaviors, and have parallelism.

The paper is organized as follows. The next section, we briefly give the intertwining map and RCA description we used in
this algorithm. In Section 3, the encryption algorithm is presented in detail. Section 4 gives the theory analysis and simula-
tion results. The last Section concludes the paper.

 
 

 

2. Intertwining logistic map and reversible cellular automata

2.1. Intertwining logistic map

Logistic map, which is a simple and classic nonlinear model, is used in many image encryption algorithms [6,7,14–16] in
the past few years. Logistic map is defined below:
xnþ1 ¼ pxnð1� xnÞ;
where 0 < xn < 1 and 3.59 < p < 4. Though the simplicity is the map, the sequences generated by logistic map are sensitive to
the change of its initial value and the properties including pseudorandom capability and data irrelevance remains well. How-
ever, in general, the logistic map has some common weakness such as stable windows, blank windows, a weak key and rel-
ative small key space and uneven distribution of sequences. And these defects may be utilized by the attackers. For attaining
better chaos behavior together so as to achieve a larger key space and overcome defects in logistic map, we adopt a new
chaotic map called intertwining logistic map [27] which is defined as following:
xnþ1 ¼ ½u� k1 � yn � ð1� xnÞ þ zn�mod 1
ynþ1 ¼ ½u� k2 � yn þ zn � 1=ð1þ x2

nþ1Þ�mod 1
znþ1 ¼ ½u� ðxnþ1 þ ynþ1 þ k3Þ � sinðznÞ�mod 1

8><
>:

; ð1Þ
where u, ki are the parameters and 0 < u 6 3:999, |k1| > 33.5, |k2| > 37.5, |k3| > 35.7. The distribution of the sequences be-
comes better and importantly, blank windows are removed. The map’s behavior and comparison are shown in Figs. 1 and 2.

From the Figs. 1 and 2, we can see that the intertwining logistic map has a more complicated behavior, a more uniform
distribution of sequences than logistic map. The weaknesses logistic map caused are resolved in the meanwhile the key
space has increased greatly.

To determine whether a map is chaotic or not, the simplest way is to look into the map’s Lyapunov exponent. From Fig. 3,
we can see that the Lyapunov exponent of intertwining logistic map is all positive, while logistic map’s Lyapunov exponent
exists negative. This shows a much more chaotic behavior of intertwining map. From analysis of the distribution of the se-
quences and Lyapunov exponents, intertwining chaotic map has been indicated as much more complex and randomness.

2.2. Reversible cellular automata

Cellular automata theory was first established to study possibility of robots self-replication by Von.Neumann. Now CA is
described to be a dynamic system composed of cells with discrete, finite states in the cell space that evolutes in discrete time
dimension in accordance with the given local rules. Generally, a CA can be defined as a 4-uplet: CA = {C, S, V, F}. C is the cell
space, S is the discrete state sets, for the simplest case S = {0, 1}. V determines what cells are one cell’s neighborhoods, which
are used to determine cell’s states in the next time. F is called the transfer function that means the rules according to which
the next cell’s state is going to be. Often all the cells’ states at a certain time t are called a CA’s configuration. CA can be clas-
sified by different dimensions, such as one-dimension CA, two-dimension CA and three-dimension CA and so on. Among
those kinds of CA, the most classic and applied most is two-dimension CA because many objects to study in real life are
two dimensional. As to the 2-dimensional characteristics of image, we choose the 2-dimensional CA in our work.

A 2-dimensional CA is defined in a 2-dimensional space. Theoretically, the cell space is infinite, but in practice, it usually
attaches boundary conditions to simulate the infinite situation without losing any properties. Eq. (2) is the boundary
conditions.
St
i;j ¼ St

u;v () i � uðmod rÞ and j � vðmod cÞ; ð2Þ
where i, j, u, v are coordinates in a 2-dimensional cell space(a rectangle) of r � c. The states each cells have are defined as:
S = {0, 1}. In 2-dimensional plane, the common neighborhood models are given in the following from Fig. 4:



Fig. 1. Distribution comparison of intertwining logistic map and logistic map.

Fig. 2. Sequences of intertwining logistic map.
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In our proposed algorithm, we choose the simplest Von.Neumann type as our neighborhood model. Despite the simplic-
ity, we will later see that it has as complex behaviors as others have. What is special is the transfer function F. As we given
above, F can be formalize as follows:
F : Ct ! Ctþ1:
To be specific:
F : Stþ1
i;j ¼ f ðSt

i�r;j�r ; . . . ; St
i;j; . . . ; St

iþr;jþrÞ:



Fig. 3. Lyapunov exponents comparison.

Fig. 4. Different types of neighborhood of a cell.
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We also consider the cell’s previous state when generate the next state when CA evolutes. So the transfer function F be-
comes like:
F : Stþ1
i;j ¼ f ðSt

i�r;j�r ; :::; S
t
i;j; :::; S

t
iþr;jþr; S

t�1
i;j Þ; ð3Þ
Eq. (3) makes a CA invertible and this type of CA is called reversible cellular automata [22]. RCA can be used as crypto-
systems in natural way. In our algorithm, we use RCA with particular rules to achieve diffusion. The transfer function is given
in Table 1.
3. Proposed algorithm

Our proposed algorithm composes of two parts: confusion and diffusion stage. In the confusion stage, we shuffle image on
unit-level which is a much smaller level than pixels by using chaotic maps. The reversible cellular automata is performed on
higher half pixel bits many rounds in diffusion stage. After confusion and diffusion, we get the cipher image. The whole pro-
cedure is shown in Fig. 5.



Table 1
The local rules of our RCA.

St
i;j�1St

i�1;jS
t
i;jS

t
iþ1;jS

t
i;jþ1 Stþ1

i;j St
i;j�1St

i�1;jS
t
i;jS

t
iþ1;jS

t
i;jþ1 Stþ1

i;j

St�1
i;j ¼ 0 St�1

i;j ¼ 1 St�1
i;j ¼ 0 St�1

i;j ¼ 1

00000 1 0 10000 0 1
00001 1 0 10001 0 1
00010 1 0 10010 0 1
00011 1 0 10011 0 1
00100 0 1 10100 0 1
00101 0 1 10101 0 1
00110 1 0 10110 1 0
00111 1 0 10111 1 0
01000 0 1 11000 0 1
01001 0 1 11001 0 1
01010 0 1 11010 1 0
01011 0 1 11011 1 0
01100 1 0 11100 0 1
01101 1 0 11101 0 1
01110 1 0 11110 0 1
01111 1 0 11111 0 1

Confusion 
Diffusion 

(Evolution using RCA) 

Key Generator 

Intertwining logistic

RCA 

Plain Image

Key

Cipher Image 

Iterate m times 

Fig. 5. The proposed image cryptosystem flow.
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3.1. Image permutation

Without loss of generality, we assume the size of the plain-image P as M � N, and the pixels’ values range from 0 to 255.
Each pixel’s value is represented by this:
p ¼
X7

i¼0

2i;
where i is the value at different position when a pixel is expressed in bit. That means a bit contains different amount of infor-
mation depending on its position. For example ‘1’ in the highest position (7th) represents 128, but the lowest bit only 1.
Based on different information amount depending on position, in our work the permutation of image is achieved using
the sequences generated by intertwining logistic map. In addition to lessen the correlation of adjacent pixels, we also reach
diffusion to some extent in the permutation stage. The permutation procedure is listed below in detail:

(1) Divide each pixel into two parts each of which contains 4 bits. Then the image is stretched to be M � N � 2, we call it
P0.

(2) Iterate intertwining logistic map to generate three sequences: {xk}, {yk}, {zk}, and discretize the {xk}, {yk}, {zk}:
fx̂kg ¼ bfxkg � 1013cmod M;

fŷkg ¼ bfykg � 1013cmod 2N;

fẑkg ¼ bfzkg � 1013cmod 2:
(3) From the top left corner unit (4 bits) to the bottom right corner unit, we exchange the P0i;j and P0x̂i ;ŷj
, where i = 1, 2, . . ., M,

j = 1, 2, . . ., 2N. And the permuted image (Lena image size of 512 � 512) is shown below in Fig. 6:



Fig. 6. Permuted image of Lena.

Table 2
Percentage of pixel information contributed by different bits.

Bit position i Percentage p(i) of an information pixel

0 0.3922
1 0.7843
2 1.5686
3 3.1373
4 6.2750
5 12.5500
6 25.1000
7 52.2000
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3.2. Image diffusion

In diffusion process, RCA evolve on pixel bits to change pixel properties. As we talked about that the bit in a higher posi-
tion owns more information of pixel, in order to save space and time while keep well encryption effect, we only consider the
first higher 4 bits in one pixel. From Table 2, we can see that more than 90% information is occupied by the higher 4 bits. So
the RCA’s cell space is defined as a square constructed by units of the higher 4 bits of each pixel. We name the rectangle as PC.
It should be like Fig. 7 shown below:

The local rules are given in Table 1, the model chosen is Von.Nueuman type and the boundary condition is defined by Eq.
(2). The RCA’s evolution is proceeding in discrete time dimension, and we denote the cell space at different time by Ct. And PC
is Ct1 . Note that in the RCA evolution according to Eq. (3), a previous state Ct0 is needed. Ct0 is constructed by the discretized
sequence fẑkg generated in permutation stage. So the diffusion flow is illustrated below in the Fig. 8.

After r rounds of iteration, the Ctr , where r is the number of iteration. Ctr together with the lower 4 bits that are derived
from image permutation stage construct the cipher image.

One thing we must be aware of is that for some images whose information mostly being concentrated on the last 4 bits,
the process described above is useless as the cipher has not considering lower 4 bits in one pixel. For this situation, extra an
operation need to be added in each of round of RCA evolution.
ci ¼ ci�1 � p0i �modðbzi � 1013c;256Þ
where i = 1, 2, ..., M � N, ci; p0i stand for cipher pixel and the pixel after permutation, respectively. c�1 is given in advance.

4. Performance and security analysis

4.1. Key space analysis and sensitivity analysis

Any image encryption algorithm thought to be secure should have a large key space that makes brute attack ineffective. In
our proposed algorithm the key lies in both confusion and diffusion stage. The keys consist of the following: (1) the initial
values of intertwining logistic maps x0, y0, z0, u, k1, k2, k3, (2) the number of the RCA’s local rules and (3) the iteration rounds r
and c�1 .

Because the inherent high sensitivity to initial values and parameters, the chaotic map’s precision is considered as 10�16

[17,28]. So the key space is calculated:



Fig. 7. RCA’s cell space from image.

Fig. 8. RCA performed to image.

Table 3
Key space size of proposed algorithm and other different scheme.

Scheme Proposed Ref. [15] Ref. [16]

Key size 2280 2128 2157
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S ¼ 1016 � 1016 � 1016 � 1016 � 103 � 226

� 2128;
which is large enough to resist brute force attacks. From Table 3, the proposed algorithm’s key size is larger than other
encryption schemes. Fig. 9 shows the sensitivity to the key, Fig. 6(a) is cipher encrypted by key
(u = 1.5, x = 0.36, y = 0.25, z = 0.78, k1 = 35.5, k2 = 38.2, k3 = 36.1, r = 6, c�1 = 168), while Fig. 9(b) is decrypted by the key
(u = 1.5000000000001) with a tiny difference while keep other parameters all the same. Fig. 9(c) is the image decrypted
by the right key, and Fig. 9(d) is the image encrypted using the key (u = 1.5000000000001). By comparing the two encrypted
images using the same key and key with only tiny differences, there is a 99.7295% difference between them (Fig. 9(a),
Fig. 9(d)). It shows that our algorithm has a high level sensitivity to initial key.

4.2. Statistical analysis

According to Shannon’s theory, it is possible to solve many kinds of ciphers by statistical analysis. Confusion and diffusion
are introduced to increasing the difficulty of statistical analysis. As to image encryption, histogram of the cipher images and
the correlations of adjacent pixels in the cipher image are the two primary measurements to statistical property. Therefore,
we will demonstrate that our cipher image has good statistical properties through proposed confusion and diffusion stage.

(1) Histogram of encrypted images. Select several 256 gray-level images with size of 512 � 512 that have different con-
tents and then calculate their histograms. Our results (Lena) are shown in Fig. 10. From the histogram we can see that
the histogram has fairly uniformed distribution.

(2) Correlation of two adjacent pixels. To test the correlation of pixels (vertical, horizontal, diagonal), we randomly select
3000 pairs of adjacent pixels both from plain image and encrypted image, and calculate the correlation coefficients of
pixels according the following formula:
rxy ¼
covðx; yÞffiffiffiffiffiffiffiffiffiffi
DðxÞ

p ffiffiffiffiffiffiffiffiffiffi
DðyÞ

p ; ð4Þ
where
covðx; yÞ ¼ 1
N

XN

i¼1

ðxi � EðxÞÞðyi � EðyÞÞ; EðxÞ ¼ 1
N

XN

i¼1

xi;DðxÞ ¼
1
N

XN

i¼1

ðxi � EðxÞÞ2:
Fig. 11 shows the horizontal correlation of pixels of plain image, cipher image, respectively. From the Fig. 11 we see that
our algorithm reduces the correlation between adjacent pixels effectively.

Table 4 gives more tests on correlations. The result indicates that our proposed encryption effects are rather well.



Fig. 9. The algorithm’s sensitivity to key.

Fig. 10. Histogram of images.
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4.3. Information entropy analysis

Information entropy is thought to be one of the most important features of randomness. Information entropy H(m) is cal-
culated by the following formula:
HðmÞ ¼ �
X2n�1

i¼0

pðmiÞlog2
1

pðmiÞ
; ð5Þ
where m is the message. p(mi) represents the probability of symbol mi and the entropy is expressed in bits. To a message of
which a symbol is encoded by 8 bits, when ideally random, entropy should be 8, in general, the entropy value of the message
is smaller than 8, but ought to be close to be ideal. As shown in Table 5, we notice that the values obtained in the proposed
scheme are very closer to 8, better than other schemes. This indicates that the scheme has hidden information randomly, and
information leakage in encryption process is negligible.



Fig. 11. Correlation of plain image and cipher image.

Table 4
Correlation test.

Image Ref. [26] Ref. [29] Proposed

Lena
Horizontal �0.015166 �0.002902 0.001117
Vertical 0.013962 �0.015075 0.019254
Diagonal 0.021808 0.012912 0.004548

Sailboat
Horizontal 0.029174 0.016378 0.012510
Vertical �0.018017 �0.005022 0.002329
Diagonal 0.030255 0.021685 0.013534

Pepper
Horizontal 0.013137 0.014982 0.014360
Vertical 0.020275 0.002165 0.004224
Diagonal �0.013955 �0.024071 �0.002939

Table 5
Entropy of ciphered images.

Image Proposed Ref. [26] Ref. [29]

Lena 7.9992 7.9368 7.9997
Sailboat 7.9973 7.9643 7.9957
Pepper 7.9993 7.9487 7.9961
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4.4. Differential attack

In addition to brute attack in cryptanalysis, there is another important method, which is called differential attack, to crack
the encryption algorithm. Often the attacker usually make a tiny change in the plain image (e.g., modify only one pixel) to
observe changes in the cipher image. By comparing the difference, the cryptanalyst may find out the subtle relationship be-
tween plain image and cipher image. A good encryption algorithm should satisfy that over 50% differences between the ci-
pher images even if a minor change takes place in the plain images. This can be measured by means of two criteria, i.e., the
number of pixel change rate (NPCR) and the unified averaged changing intensity (UACI) which are computed in formula Eqs.
(6) and (7).
NPCR ¼

X
i;j

Dði; jÞ

W � H
� 100%; ð6Þ

UACI ¼ 1
W � H

½
X

i;j

jCði; jÞ � C 0ði; jÞj
255

� � 100%; ð7Þ
where W and H represent the width and height of the image, respectively. C(i, j) and C0(i, j) are the ciphered images before
and after one pixel of the plain image is changed. For position (i, j), if C(i, j) – C0(i, j), then D(i, j) = 1; else D(i, j) = 0. Table 6
shows the NPCR and UACI results according our proposed encryption tested on several images. From the results we can



Table 6
NPCR and UACI of ciphered image.

Test Proposed Ref. [26] Ref. [29]

NPCR (%) 99.79 99.96 99.61
UACI (%) 33.35 33.44 33.47

One Two 

Three Four 

New Configuration 

P1 

P2 

P3 

P4 

Fig. 12. Evolution on multiprocessor.
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see that the NPCR is over 99% and UACI is very close to 33.33%. Therefore, the proposed algorithm is very sensitive to plain
image, even if a very tiny difference due to intertwining logistic map and cellular automata. Comparing to other schemes
from Table 6, our scheme shows a more competitive ability to resist differential attack.

4.5. RCA parallelism

The parallelism derives from the way the reversible cellular automata evolutes in every round. So the encryption effi-
ciency can be improved by dividing the image into several parts, each of which will be processed by a single processor or
a thread, in every round on multiprocessor computer. And in the end, all the subimages make up the final cipher image.
For example, the image can be divided into two parts to process, the left part and the right part in every round, the RCA evo-
lutes in each part independently, after completed; both of them construct a new intermediate image for the next round. And
repeat the process until all the rounds have done. The process can be described below:

In Fig. 12, the image is divided into 4 subimages after permutation, each subimage can be processed by one processor
using the same key except that c�1 is unique to each processor. After each evolution completed, the 4 images reconstruct
the cipher image.
5. Conclusion

In this paper, we propose an image encryption algorithm that based on chaos combined with reversible cellular automata
which show complex behaviors and have large rule space. The pixels are permuted by the intertwining logistic at the same
time change values of pixels. Through reversible cellular automata, the cipher is generated after many rounds on bit-level.
Experimental results and security analysis for the proposed algorithms show that our scheme has perfect information pro-
tection ability, and satisfied the confusion and diffusion request in cryptosystem. Simulation experiments prove that the
algorithm is more secure and hence more suitable for image encryption for applications. As future work, the plan is to study
parallelism cryptosystem.
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