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a b s t r a c t

In this paper, the hardware implementations of six representative stream ciphers are compared in terms
of performance, consumed area and the throughput-to-area ratio. The stream ciphers used for the com-
parison are ZUC, Snow3g, Grain V1, Mickey V2, Trivium and E0. ZUC, Snow3g and E0 have been used for
the security part of well known standards, especially wireless communication protocols. In addition,
Grain V1, Mickey V2 and Trivium are currently selected as the final portfolio of stream ciphers for Profile
2 (Hardware) by the eStream project. The designs were implemented by using VHDL language and for the
hardware implementations a FPGA device was used. The highest throughput has been achieved by
Snow3g with 3330 Mbps at 104 MHz and the lowest throughput has been achieved by E0 with 187 Mbps
at 187 MHz. Also, the most efficient cipher for hardware implementation in terms of throughput-to-area
ratio is Mickey V2 cipher while the worst cipher for hardware implementation is Grain V1.

� 2012 Elsevier B.V. All rights reserved.
1. Introduction

In communication systems cryptography is used in order to
provide secrecy, authentication and integrity [1]. To achieve these
services all the communication protocols use cryptographic algo-
rithms (ciphers). There are two major categories of cryptographic
algorithms. The algorithms which use secret keys (also known as
symmetric algorithms) and the algorithms which use public keys
(also known as asymmetric algorithms). In asymmetric cryptogra-
phy the sender uses a public known key to encrypt the message.
Then, the receiver uses his/her own secret key to decrypt the ci-
pher text in order to read the initial message. In symmetric key
cryptography, both sides have previously agreed on the same pri-
vate secret key which will be used to protect their communication.
Usually, for exchanging of this private secret key the asymmetric
cryptography is used.

Symmetric algorithms can also be categorized into block ci-
phers and stream ciphers algorithms [2]. Block ciphers manage
the input data in form of N-bit blocks and then with the informa-
tion of secret key generate N-bit blocks of encrypted or decrypted
data. For the generation of ciphertext/plaintext sophisticated
mathematical equations, permutations and some other techniques
ll rights reserved.
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depend on the algorithm are used. On the other hand, stream ci-
phers (also called keystream generators) contain internal states
and typically operate serially by generating a stream of pseudo-
random key bits, the keystream. The keystream is then bitwise
XORed with the data to encrypt/decrypt.

One advantage of stream ciphers is that they do not suffer from
the error propagation as it happens in block ciphers [3]. This is the
result of the independent bit encryption and decryption. Another
advantage is that they could be implemented easier in both soft-
ware and hardware compared to block ciphers. So, stream ciphers
have been the choice for several telecommunication protocols such
as Global System for Mobile (GSM) [4], Long Term Evolution (LTE)
[5] and Bluetooth [6].

Six stream ciphers were selected for the hardware comparison
analysis in this paper. Three of them (ZUC, Snow3g and E0) have
been used for the security part of well known protocols. Specifi-
cally, ZUC algorithm is part of the 128-EEA3 and the 128-EIA3 pro-
tocols used for confidentiality and integrity, respectively, in the
wireless transmissions in LTE. This set of protocols has been devel-
oped by 3GPP [7] and GSM association. Snow3g algorithm is part of
two sets of security protocols with the same purpose, confidential-
ity and integrity. The first set consists of the 128-EEA1 and the
128-EIA1, which have been developed by SAGE/ETSI [8] for the
LTE standard. The second set consists of the UEA2 and the UIA2,
which also have been developed by SAGE/ETSI for Universal Mobile
Telecommunication System (UMTS) networks [9]. Finally, the E0 is
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the security algorithm used in Bluetooth protocol for packet
encryption and granting confidentiality. The other three algo-
rithms (Grain V1, Mickey V2 and Trivium) have been selected for
the eStream portfolio for Profile 2 (Hardware) by the eStream pro-
ject. The eStream portfolio provides secure cipher for usage in a
wide range of applications.

The algorithm implementations could be software or hardware
oriented. However, because of the continuously growing require-
ments for high speed solutions the hardware implementations
are more efficient. To achieve higher levels of secure communica-
tion the algorithms tend to be more sophisticated. This means that
those algorithms have also higher demands for processing power.
With software solutions this could cause bottleneck problems in
data flow in high speed networks. Also, in these implementations
the full bandwidth utilization could not be achieved.

In this, paper the hardware implementations of the above six
stream ciphers are presented. The performance metrics are the
throughput, the area consumption and the efficiency for the hard-
ware implementation in terms of throughput-to-area ratio. These
metrics are basic for comparisons and analysis in hardware. For
the implementation an FPGA device was used. This solution is a
highly promising alternative because superior performances could
be achieved. For design’s implementations the hardware descrip-
tion language VHDL was used. The software tools used for synthe-
size, simulation, measuring throughput and area consumption are
ISE tool and Modelsim.

The rest of the paper is organized as follows. In the next section
the algorithms, their basic operations and technical characteristics
are presented. The hardware implementations are given in detail in
Section 3. For all the designs a description about their interfaces
and the components are given. In Section 4 implementation results
for the selected FPGA device and the experimental results are illus-
trated and analyzed. Finally, Section 5 concludes this paper.
2. Stream ciphers descriptions

In this section the specifications of the stream ciphers are
briefly described.
2.1. ZUC stream cipher

ZUC cipher [10] has two 128-bit inputs, Key and Initial Vector
(IV). It is a word-oriented stream cipher which output an 32-bit
word. It consist of three main logical parts, namely the Linear Feed-
back Shift Register (LFSR), the layer for Bit Reorganization (BR) and
the final part which is a nonlinear function F.

The LFSR consists of 16 cells (s0,s1, . . . , s15) of 31-bit each. ZUC
operates in two modes, Initialization and Working according to
the specifications. During the initialization mode, the LFSR receives
the 32-bit output (W) of function F and then removes the right-
most bit (u = W� 1). During the Working mode, the LFSR stage
does not receive any input. Below the pseudo code for the two
modes of operation is given:

LFSR Initialization mode:

1. v = 215s15 + 217s13 + 221s10 + 220s4 + (1 + 28)s0 mod (231-1);
2. s16 = (v + u) mod (231-1); (u = W� 1)
3. If s16 = 0, then set s16 = 231-1;
4. (s1, s2, . . . , s15, s16) ? (s0, s1, . . . , s14, s15).

LFSR working mode:

1. s16 = 215s15 + 217s13 + 221s10 + 220s4 + (1 + 28)s0 mod (231-1);
2. If s16 = 0, then set s16 = 231-1;
3. (s1, s2, . . . , s15, s16) ? (s0, s1, . . . , s14, s15).
In the BR layer, the 128-bit are extracted from LSFR and grouped
in 4 words of 32-bit each of them. The three first words are used by
function F and the last one is used for keystream production. For
example, consider s0, s2, s5, s7, s9, s11, s14, s15 to be eight cells of
LFSR. The BR layer groups four 32-bit words X0, X1, X2, X3 from
the above cells as follows: X0 = s15H || s14L, X1 = s11L || s9H, X2 = s7L

|| s5H and X3 = s2L || s0H with respect to the rule that siH denotes
the bits 30...15 and siL denotes the bits 15. . .0 of si respectively.
Then, the BR output bits managed by function F. Function F has
two memory cells R1 and R2 in order to be held the bits during
the process. Also, there exist a Sbox S of 32 � 32 and two more
components L1 and L2. These components implement linear trans-
formations according to the specifications. The pseudo code of F
function, is given below.

Function F(X0, X1, X2):

1. W = (X0 � R1) + R2;
2. W1 = R1 + X1;
3. W2 = R2 � X2;
4. R1 = S(L1(W1L || W2H));
5. R2 = S(L2(W2L || W1H));

Before the Initialization mode the two inputs are expanded to
16 of 31-bit integers and the two modes follow. During the Initial-
ization mode, the cipher is clocked without producing any output.
Then in the Working mode the cipher outputs 32-bit cipher words
in every clock cycle.
2.2. Snow3g stream cipher

Snow3g [11] cipher has two 128-bit inputs, Key and Initial Vec-
tor (IV). Snow3g is also a word-oriented stream cipher which out-
puts 32-bit words. This algorithm consists of five parts: the MULa,
the MULxPOW, the DIVa, the Linear Feedback Shift Register (LFSR),
and a Finite State Machine (FSM) with two Sboxes S1 and S2.

1. The MULa part maps 8-bit to 32-bit. Let c be the 8-bit input,
then MULa is defined as: MULa(c) = (MULxPOW(c, 23, 0xA9) ||
MULxPOW(c, 245, 0xA9) || MULxPOW(c, 48, 0xA9) || MULx-
POW(c, 239, 0xA9)).

2. MULxPOW maps 16-bit and a positive integer i to 8-bit. Let V
and c be 8-bit input values. Then MULxPOW(V, i, c) is recur-
sively defined as follow: If i = 0, then MULxPOW(V, i, c) = V, else
MULxPOW(V, i, c) = MULx(MULxPOW(V, i � 1, c), c).

3. The function DIVa maps 8-bit to 32-bit. Let c be the 8-bit input.
Then DIVa is defined as: DIVa(c) = (MULxPOW(c, 16, 0xA9) ||
MULxPOW(c, 39, 0xA9) || MULxPOW(c, 6, 0xA9) || MULxPOW(c,
64, 0xA9)).

4. The Linear Feedback Shift Register (LFSR) consists of sixteen
stages s0, s1, s2, . . . , s15 each holding 32-bit words.

5. The Finite State Machine (FSM) has three 32-bit registers R1, R2
and R3. The Sboxes S1 and S2 are used for updating the registers
R2 and R3.

The two Sboxes map a 32-bit input to a 32-bit output. Let
w = w0 || w1 || w2 || w3 where the 32-bit input w0 is the most
and w3 the least significant byte. Let S1{r0, r1, r2, r3) = r0 || r1 || r2 ||
r3 and S2{r0, r1, r2, r3) = r0 || r1 || r2 || r3 with r0 the most and r3 the
least significant byte. (For the substitutions the Sbox SR is the 8-
to 8-bit Rijndael one and Sbox SQ is defined by the cipher
specifications).

� Then for Sbox S1{r0, r1, r2, r3} are defined as:

r0 = MULx(SR(w0), 0x1B) � SR(w1) � SR(w2) � MULx(SR(w3),
0x1B) � SR(w3)
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r1 = MULx(SR(w0), 0x1B) � SR(w0) � MULx(SR(w1), 0x1B) �
SR(w2) � SR(w3)
r2 = SR(w0) � MULx(SR(w1), 0x1B) � SR(w1) � MULx(SR(w2),
0x1B) � SR(w3)
r3 = SR(w0) � SR(w1) � MULx(SR(w2), 0x1B) � SR(w2) �
MULx(SR(w3), 0x1B)

� For Sbox S2{r0, r1, r2, r3} are defined as:

r0 = MULx(SQ(w0), 0x69) � SQ(w1) � SQ(w2) �
MULx(SQ(w3), 0x69) � SQ(w3)
r1 = MULx(SQ(w0), 0x69) � SQ(w0) � MULx(SQ(w1), 0x69)
� SQ(w2) � SQ(w3)
r2 = SQ(w0) � MULx(SQ(w1), 0x69) � SQ(w1) �
MULx(SQ(w2), 0x69) � SQ(w3)
r3 = SQ(w0) � SQ(w1) �MULx(SQ(w2),
0x69) � SQ(w2) �MULx(SQ(w3), 0x69)

According to the specifications Snow3g algorithm operates in
two modes, namely Key Initialization mode and Key Generation
mode. During the Key Initialization the LFSR receives the 32-bit
output from the FSM without producing any cipher output. Addi-
tionally, the LFSR has 16 internal stages, each holding a 32-bit
word. Below the pseudo code of LFSR during initialization mode
is given:

1. s0 = s0,0 || s0,1 || s0,2 || s0,3 (with MSB = s0,0 and LSB = s0,3 of s0).
2. s11 = s11,0 || s11,1 || s11,2 || s11,3 (with MSB = s11,0 and LSB = s11,3 of

s11).
3. Compute the intermediate value v as:
v = (s0,1 || s0,2 || s0,3 || 0x00) �MULa(s0,0) � s2 � (0x00 || s11,0

|| s11,1 || s11,2) � DIVa(s11,3) � F
4. Finally, the internal LFSR’s state is given by:
s0 = s1, s1 = s2, s2 = s3, s3 = s4, s4 = s5 s5 = s6, s6 = s7, s7 = s8,
s8 = s9,
s9 = s10, s10 = s11, s11 = s12, s12 = s13, s13 = s14, s14 = s15, s15 = v.

In the Key Generation the LFSR does not receive any input and

produces a 32-bit ciphertext/plaintext word output in every clock
cycle. The cipher output is given from the repetition of 3 and 4 ini-
tializations steps without XORing with the FSM output.
2.3. Grain V1 stream cipher

Grain V1 [12] has two inputs, an 80-bit Key and an 64-bit Initial
Vector (IV). Unlike the two previous algorithms, Grain V1 is a bit-
oriented stream cipher. It has three main logical parts, an 80-bit
Linear Feedback Shift Register (LFSR), an 80-bit Nonlinear Feedback
Shift Register (NFSR) and an output function H. The content of the
NFSR is denoted by bi and the content of the LFSR is denoted by si.
The equations that describe the outputs of the NFSR, the LFSR and
the function H are given below:

NFSR = s0 � b62 � b60 � b52 � b45 � b37 � b33 � b28 � b2 � b14 �
b9 � b0 � b63b60 � b37b33 � b15b9 � b60b52b45 � b33b28b21

� b63b45b28b9 � b60b52b37b33 � b63b60b21b15 � b63b60b52b45b37

� b33b28b21b15b9 � b52b45b37b33b28b21

LFSR = s62 � s51 � s38 � s23 � s13 � s0

H = s3s64 � s46s64 � s64s63 � s3s25s46 � s3s46s64 � s3s46b63 �
s25s46b63 � s46s64b63 � s25 � b63 � b1 � b2 � b4 � b10 � b31 �
b43 � b56

The Grain V1 cipher operates in two modes, Key Initialization
mode and Stream Generation mode. During the Key Initialization
mode the cipher is clocked for 160 times without producing any
key. The output function H is fed back and XORed with the input,
both to the LFSR and to the NFSR. During Stream Generation the
output of H function is masked with some bits from the NFSR pro-
ducing the keystream.
2.4. Mickey V2 stream cipher

Mickey V2 [13] is a bit-oriented stream cipher and has two 80-
bit inputs, the Key and the Initial Vector (IV) and the Input bit. It
has two main logical parts, the shift register R and the register S.
Each of them is 100-bit long. Between successive register cells
there is an XOR gate. This means that every shifted bit is XORed.
These XOR gates are driven by two control bits, Control bit R and
Control bit S for register R and register S, respectively. Then both
control bits are fed back to registers.

In order for the system to be initialized, first the two registers
are set to zero and then they are clocked for 100 cycles. Then the
cipher outputs the keystream bits. The content of the register R
is denoted by ri and the content of the register S is denoted by si.
Below the pseudo code for Mickey V2 operations is given:

1. Control bit R = s34 � r67;
2. Control bit S = s67 � r63;
3. If in Initialization state, then Input Register R = Input bit � s60,

else Input Register R = Input bit;
4. Input Register S = Input bit;
5. Clock the two registers;
6. Keystream = r0 � s0.

2.5. Trivium stream cipher

Trivium [14] is also a bit-oriented stream cipher that has two
80-bit inputs, the Key, the Initial Vector (IV) and the Input bit.
The main functionality of Trivium is quite simple and consists of
two phases, the Initialization and the Keystream generation. The
bits are managed as a group of 288-bit which is called ‘‘Internal
state’’ and is denoted by Si. The pseudo code for the Initialization
phase, is given below. The initial value of the Internal State is also
defined:

� Initialization

For i = 1 to 4 x 288 do

1. x1 <= S66 � S93

2. x2 <= S162 � S177

3. x3 <= S243 � S288

4. t1 <= x1 � (S91 AND S92) � S171

5. t2 <= x2 � (S175 AND S176) � S264

6. t3 <= x3 � (S286 AND S287) �S69

7. S1..S93 <= t3 || S1..S92

8. S94..S177 <= t1 || S94..S176

9. S178..S288 <= t2 || S178..S287

end for;

� Set the Initial values
S1..S80 <= Key
S81..S93 <= Set to 0
S94..S173 <= IV
S174..S285 <= Set to 0
S286..S288 <= Set to 1

In the Keystream generation phase, steps (1..9) of Initialization
phase take place and then the cipher outputs one bit every clock
cycle. The cipher output is calculated by the equation
Keystream = x1 � x2 � x3.
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2.6. E0 stream cipher

E0 [15] consists of two main parts; the Payload Key generator
and the Keystream generator. The Payload generator loads the
Encryption Key, the Bluetooth Device Address and the Master Clock
Data. The generated payload key is the input of Keystream gener-
ator. The output of Keystream generator is XORed with the plain-
text or ciphertext depending on the operation mode.

The Keystream generator is a simple hardware oriented algo-
rithm. It uses four Linear Feedback Shift Registers (LFSRs), whose
output is the input of a 16-state finite-state machine, called the
summation combiner. The lengths of the LFSRs are 25, 31, 33, 39
and their feedback polynomials are:
LFSR1: fi(x) = x25 + x20 + x12 + x8 + 1
 LFSR3: fi(x) = x33 + x28 + x24 + x4 + 1

LFSR2: fi(x) = x31 + x24 + x16 + x12 + 1
 LFSR4: fi(x) = x39 + x36 + x28 + x4 + 1
For the initialization, the cipher is executed in 239 cycles.
Firstly, the four LFSRs need to be loaded with the 128-bit initial va-
lue and the 4-bit that specify the values of registers in the summa-
tion combiner. Then LFRSs shift the bits into summation combiner
which produces a 200-bit stream cipher. The last 128 of these bits
are fed back into the keystream generator as an initial value of the
four LFSRs. The values of the state machine are preserved. Then, the
Keystream generator produces the keystream.

3. Stream ciphers implementations

In this section the hardware implementations of the stream ci-
phers are described in detail.

3.1. ZUC stream cipher hardware implementation

The proposed hardware implementation of the ZUC stream ci-
pher is illustrated in Fig. 1. The design has as main I/O interfaces
a 32-bit plaintext/ciphertext input and a 32-bit ciphertext/plain-
text output. In addition it has two inputs, a 128-bit secret Key,
and a 128-bit initialization value, IV.

The Key Loading, the Linear Feedback Shift Register (LFSR), the
BR (bit-reorganization) and the nonlinear function F are the main
components of the proposed architecture which supports all the
stages of ZUC’s operations. Finally, a Control Unit (is not illustrated
in the figure) is responsible for the proper algorithm execution.

Key Loading component uses a 240-bit d constant, the Key and
the IV in order to produce the 16 substrings of 31-bit. Each d ele-
ment is predefined where 0 6 di 6 15. The 16 substrings are calcu-
lated according to the following rule si = ki || di || ivi (0 6 i 6 15).
The k0 and iv0 are the most significant bytes and the ki and ivi

are considered as the 16 bytes of the Key and IV respectively. As
initial values of the 31-bit LFSR cells s0, s1, . . . , s15 used the above
substrings. Before the values si are parallel loaded to the LFSR there
is a level of OR-gates. When the values are fetched the OR-gates are
forced by zero value. The BR level consists of four simple compo-
nents that execute concatenations according to the rule described
in the previous section. Only wirings are used in hardware. Func-
tion F is implemented with two 32-bit registers R1 and R2, two
Sboxes, two 32-bit XOR, two 32-bit mod 232 adders, two linear
transformations L1 and L2 and finally a left cyclical shifter of 16
positions. The transformations L1, L2 perform the following
operations:

L1ðXÞ ¼ X � ðXn322Þ � ðXn3210Þ � ðXn3218Þ � ðXn3224Þ

L2ðXÞ ¼ X � ðXn328Þ � ðXn3214Þ � ðXn3222Þ � ðXn3230Þ

In Fig. 1 the multiplexer (MUX) is responsible to change circuit con-
figuration according to the cipher operation mode (initialization or
working stage). Adder component mod (231-1) is needed with its re-
sult as first input of the multiplexer. Six other adders mod (231-1)
are used for the Feedback Logic according to the specifications.

The overall data flow of the proposed ZUC design starts with the
parallel loading of the LFSR initial values. Values of R1 and R2 reg-
isters are set equal to zero. Then, in the initialization stage, the
LFSR receives a 31-bit word as input through the multiplexer
MUX (input 1 of the multiplexer is selected). Input 1 is produced
by the addition mod (231-1) between the 31-bit output of the func-
tion F called W (the rightmost bit of the output W is removed,
W� 1) and the output of the feedback logic. At this stage the ci-
pher is clocked without producing output. For this reason a 32-
bit output register is located at the output of the cipher that holds
the produced data. In the working mode, the LFSR does not receive
any new input and the input 2 of the multiplexer is selected. The
cipher is executed once, and the output W is discarded. Then, the
cipher produces a 32-bit keystream Z each clock cycle. Finally,
the keystream is produced by bit-by-bit XOR between the W and
X3 word that is output by BR layer. In this stage of operation the
32-bit output register latches its input to the output.

3.2. Snow3g stream cipher hardware implementation

The proposed hardware implementation of the Snow3g cipher
is given in Fig. 2. The design has as main I/O interfaces a 32-bit
plaintext/ciphertext input and a 32-bit ciphertext/plaintext output.
In addition it has two additional inputs, a secret Key and initializa-
tion value IV. The IV parameter is considered as a four word value
IV = (IV3, IV2, IV1, IV0), where IV0 is the least significant one. Also,
the secret key K, is considered as a four word value K = (K3, K2,
K1, K0), where K0 is the least significant one. The proposed architec-
ture is designed to achieve an area efficient advantage. However, in
order to achieve a fair trade-off between system resources and per-
formance we have increased the performance of some instructions.
Both Key Initialization and Key Generation processes are supported
in our design. For this reason, a set of control logic changes the con-
figuration of the proposed hardware system.

The main components of the proposed architecture of Snow3g
are the Initial Operations, the Linear Feedback Shift Register (LFSR),
the Finite State Machine (FSM) and the Feedback Logic Unit.

The LFSR consists of sixteen 32-bit register stages named s0,s1, -
s2 . . . , s15. The FSM has three 32-bit registers R1, R2 and R3, two
Sboxes S1 and S2, two 32-bit XOR and two 32-bit modulo adders.
The initial operation component includes a complicated XOR tree
according to the specifications. The Feedback Logic is an arithmetic
logic that combines XOR operations and finite field multiplication
and inversion. The multiplexer (MUX) component changes its con-
figuration according the cipher operation scenario.

Snow3g cipher operates in two modes. The first mode is Key Ini-
tialization. At this mode the LFSR and the internal FSM registers
fetch their initial values. The Key and the IV vectors are been trans-
formed according to the specifications. These values are stored at
LFSR stages through OR gates. In addition, the R1, R2 and R3 FSM
registers are set to zero. At the initialization phase the FSM pro-
duces the output F = (s15 � R1) � R2, where the symbol � denotes
the integer addition modulo 232 operation and � symbol denotes
the 32-bit bitwise XOR operation. The FSM registers are updated
according to the following equations: r = R2 � (R3 � s5) where
R3 = S2(R2), R2 = S1(R1) and R1 = r, where S1 and S2 are the Sbox
transformations. The LFSR receives, as input, the 32-bit output (de-
noted as F in the equations below) word from the FSM, and its s15

value is updated according to equation s15 = a�1s11 � s2 �s0a � F,
where ‘‘a’’ is a root of the irreducible GF(28)[x] polynomial x4 + b23-

x3 + b245x2 + b48x + b239. In order for the initialization process to be
completed, the clocking process takes 32 clock cycles. After the Key
Generation process the system is up to process the data for
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encryption or decryption. First, the cipher is clocked once and the
output is discarded. Finally, the produced output sequence, called
running key, is added bitwise to the plaintext sequence. The result
is the ciphertext sequence. In decryption, the same operation is
done. In every clock cycle the 32-bit ciphertext word zt = F � s0 is
produced.

The overall data flow of the proposed design starts with the ini-
tial parallel loading of the LFSR initial values. After, the initial val-
ues is fetched the input vector is forced equal to zero. Two main
parts of algorithm are a and a-1, where a is a root of the irreducible
GF(28) [x] polynomial x4 + b23x3 + b245x2 + b48x + b239 involved in
the Feedback Logic. The multiplication with a is equal to a byte
shift of a 32-bit word to the left and an XOR with the result of
MULa. Similarly, a multiplication with a-1 can be implemented as
a byte shift of a 32-bit word to the right and an XOR with the result
of DIVa. The functions MULa and DIVa are based on finite field
arithmetic and can be implemented as Look-Up tables. Other main
components of the design are Sboxes S1 and S2 and the 32-bit
modulo addition. The S1 Sbox is constructed using the Dickson
polynomial g49(x) = x � x9 � x13 � x15 � x33 � x41 � x45 � x47 -
� x49. The S2 Sbox considers a 32-bit input word w = w0 || w1 ||
w2 || w3 where w0 and w3 are the most the least significant bytes,
respectively. In order to compute S1(w) we use 4 lookup tables. In
order to implement 32-bit modulo addition we use two adders
found in the FSM component. The multiplexer (MUX) is responsi-
ble for the Key Initialization operation or the keystream-generation
of Snow3g. Finally, a 32-bit register has been added that does not
allow bits at the output during the initialization process.



Fig. 2. The Snow3g stream cipher hardware implementation.
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3.3. Grain V1 stream cipher hardware implementation

The proposed hardware implementation of the Grain V1 is
shown in Fig. 3. The design has two input parameters, an 80-bit se-
cret key K and a 64-bit initialization value IV. This architecture
consists of three main components, one Linear Feedback Shift Reg-
ister (LFSR), one Nonlinear Feedback Shift Register (NFSR) and the
H Function component.

The two 80-bit registers (LFSR and NFSR) implement firstly XOR
operations combined with AND operations and then the registers
shift the bits according to the specifications. The NSFR and the LFSR
outputs are shown in Fig. 3 as Bi and Si (i = 0, ... ,79). The H Function
component produces 1-bit output through XOR operations be-
tween NFSR and LFSR data outputs. For Key Initialization the sys-
tem is clocked for 160 cycles. During this phase the two
multiplexers (MUX) drive to the output the inputs from XOR oper-
ations. After Key Initialization phase the system is ready to produce
the stream cipher at the output of component H Function.
H Function

1

Keystream

Fig. 3. The Grain V1 stream cipher hardware implementation.
3.4. Mickey V2 stream cipher hardware implementation

The proposed hardware implementation of the Mickey V2 is
pictured in Fig. 4. The design has as main I/O, an 80-bit secret
key K and an 80-bit initialization value IV. The output ciphertext
is produced from plaintext by bitwise XOR with keystream bits.

This architecture consists of the registers R and S according to
the specifications. Both of them have a layer of XOR gates for feed-
back operation. There are two control bits to drive these layers.
These control bits are named Control bit R and Control bit S. Both
control bits are calculated by the XOR operation between some bit



Fig. 4. The Mickey V2 stream cipher hardware implementation.
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values of the registers R and S (Fig. 4). Finally, the keystream bits
are produced by XOR operation between the r0 and s0 bits. As the
Fig. 4 shows in register R there are two layers of XOR gates. When
the input bit R = 0 the register R is a standard LFSR as the figure be-
low shows and only the upper layer of XOR gates is used. Other-
wise, if input bit R = 1 then the output of each register cell is fed
back and XORed with the second layer of XOR gates. This corre-
sponds to multiplication by x + 1. A layer of multiplexers is respon-
sible for this functionality. In Fig. 4 the design of the NFSR S register
is also shown. The variables FB0i and FB1i (i = 0, . . . ,99) the trans-
formation tr and the mathematical equations that the register S
uses, are fully specified by the specifications.

3.5. Trivium stream cipher hardware implementation

The proposed hardware implementation of the Trivium cipher
is illustrated in Fig. 5. The design has as main I/O a 80-bit secret
key K and a 80-bit initialization value IV. This architecture consists
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Fig. 5. The Trivium stream cipher hardware implementation.
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of two components, Init and ShRegister. The Init component takes
the input parameters Key and IV and then initializes the internal
288-bit data bus called ‘‘state’’. Then the state is rotated over 4 full
cycles from a shift register (ShRegister). In addition, before rotation
occurs, some XOR and AND operations take place.

After this stage, the ShRegister is ready to produce key stream
bits. Depending on the requested cipher stream’s length the ShReg-
ister repeats itself. The multiplexer (MUX) drives the Key and the
IV parameters on reset into ShRegister component. Then it oper-
ates as a feedback multiplexer.

3.6. E0 stream cipher hardware implementation

The proposed hardware implementation of E0 is illustrated in
Fig 6. The design has as main I/O interfaces, the encryption key
Kc, a 128-bit random number, a 48-bit Bluetooth address, and
Master clock data
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Generator

Fig. 6. The E0 stream cipher h
the 26 master clock bits. The architecture consists of two compo-
nents, the Payload Key Generator and the Keystream Generator.
The first component generates the cipher’s key while the second
component produces the keystream bits. For this purpose it uses
four Linear Feedback Shift Registers (LFSRs), whose outputs are
the input of a 16-state finite-state machine (called the summation
combiner). The state machine output is the keystream sequence or
the randomized initial start value during the initialization phase.

The four shift registers initialized with an initial value (128-bit in
total) and with four extra bits that specify the values of the registers
in the summation combiner. The 132-bit initial value is derived
from four inputs by using the keystream generator itself. Within
the payload key generator, the Kc is modified into another key de-
noted K’c, by using the polynomial modulo operation as described
in the specifications. After the encryption key has been created, all
the bits are shifted into the LFSRs, starting with the least significant
bit. Then, 200 stream cipher bits are produced by operating the
generator. The last 128 of these bits are fed back into the keystream
generator as an initial value of the four LFSRs. The other output bits
of the keystream generator are preserved. This bit sequence is
bitwise XORed with the transmitted (received) payload data.

4. Implementation results

The designs were implemented and synthesized with Xilinx ISE
tool [16]. The same FPGA device for all architectures was used for
having fair comparison between the algorithms. The selected FPGA
was the Xilinx Spartan XC3S700A-4FG484 [17]. This device con-
tains 1472 Configurable Logic Blocks (CLBs) where each block has
4 logic slices that means a total of 5888 logic slices. Other charac-
teristics are the 11776 Flip-Flops, 92Kbits of embedded memory
and an I/O interface of 372 IOBs. This device could implement de-
signs of about of 700 K logic gates. Our measurements were fo-
cused on operation frequency, throughput and consumed area as
shown in Table 1.

The measurements show that Snow3g achieves the largest
throughput (3328 Mbps) despite of the low frequency operation
(104 MHz). In addition, the ZUC design achieves the second best
Plaintext / ciphertext 

Ciphertext / plaintext

y Keystream 
generator
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ardware implementation.



Fig. 7. Throughput to area.

Table 1
Performance and area estimations.

Cipher Area (slices) Frequency (MHz) Throughput (Mbps)

ZUC 1147 38 1216
Snow3g 3559 104 3328
Grain V1 318 177 177
Mickey V2 98 250 250
Trivium 149 326 326
E0 140 187 187
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throughput (1216 Mbps) and has also low frequency operation
(38 MHz). ZUC and Snow3g ciphers achieve high levels of through-
put because they have a 32-bit output, while the rest of ciphers
(Grain V1, Mickey V2, Trivium and E0) have 1-bit output. In terms
of area consumption Snow3g design and ZUC design consume
3559 and 1147 logic slices respectively. The rest of the designs
have low area consumption and higher frequency operation. The
lowest operation frequency is achieved by Grain V1 with
177 MHz and 177 Mbps as throughput. However, Mickey V2
achieves a reasonable throughput of 250 Mbps with the same fre-
quency. The best throughput between them is achieved by Trivium
with 326 Mbps at 326 MHz operation frequency. Finally, in terms
of throughput E0 achieves the second worst throughput of
187 Mbps at the same frequency. In terms of area consumption
Trivium and Grain V1 have average values of 149 and 318 logic
slices, respectively. The lowest area consumption is achieved by
Mickey V2 with only 98 logic slices and the second best is achieved
by E0 with 140 logic slices.

The metric of throughput-to-area consumption establishes the
efficiency of each cipher in hardware implementation. Bigger value
of this ratio shows the implementation with the higher throughput
and the minimum usage of hardware recourses. Fig. 7 depicts this
metric for each cipher.

The lowest value is achieved by Grain V1 (0.558 Mbps/#Slice).
This happens because the design achieves lowest value in terms
Table 2
Hardware performance comparisons.

Cipher Device Arez (#

ZUC [18] XC5VLX110T 575
Proposed ZUC XC3S700A-4FG484 1147
Snow3g [19] ASIC (0.13 lm) 25 KGa
Proposed Snow3g XC3S700A-4FG484 3,559
Grain V1 [20] XC3S50-5PQ208 44
Proposed Grain V1 XC3S700A-4FG484 318
Mickey V2 [20] XC3S50-5PQ208 115
Proposed Mickey V2 XC3S700A-4FG484 98
Trivium [20] XC3S50-5PQ208 50
Proposed Trivium XC3S700A-4FG484 149
E0 [21] Virtex-II 2V250FG256 895
Proposed E0 XC3S700A-4FG484 140
of throughput and the third worst value in area resources con-
sumption. The second worst value is achieved by Snow3g
(0.936 Mbps/#Slice). This proves that despite of the fact that the
Snow3g achieves a high throughput this value is not sufficient to
justify the high area consumption. The next two designs, ZUC
and E0, are in acceptable levels with 1.074 Mbps/#Slice and
1.338 Mbps/#Slice, respectively. This means that they achieve a
fair trade-off between area resources and performance. The Triv-
ium design achieves the second best value which is equal to
2.186 Mbps/#Slice, meaning that Trivium cipher achieves a high
throughput and reasonable level of hardware resources. Mickey
V2 achieves the best value of 2.554 Mbps/#Slice, which proves to
be a very important trade-off between the throughput and hard-
ware recourses.

Table 2 shows the hardware performance comparisons between
the proposed implementations and other that have been already
presented in the open literature.

In [18] a pipeline implementation of the old version of ZUC is
proposed. This implementation requires lower hardware resources
and achieves better time performance than our proposed imple-
mentation. Four are the basic reasons for this. The first one is the
design philosophy of the new version of ZUC. In the new version,
the output W of the F function is combined with the Feedback Lo-
gic by an addition mod (231-1) rather than by XOR, which results in
a major increment of the critical path delay. The second reason is
that in the old version of ZUC implementation the pipeline regis-
ters are used in the Feedback Logic in order to decrease the delay
of the critical path. But, this increases the execution of the algo-
rithm latency. The third basic reason is that the initialization stage
was implemented in software, which results in a drastical decre-
ment of the hardware resources and the delay of the critical path.
On the other hand, our implementation supports all stages of the
execution. The initialization stage is executed through the OR-
gates between LFSR cells, the adder mod (231-1) that combines
the output of F function (W) with the Feedback Logic and the mul-
tiplexer, MUX. Finally, the superiority of Virtex 5 family compared
to the Spartan 3 family in term of operation frequency is known. In
[19] Snow3g has been implemented in ASIC and achieves a
throughput up to 7968 Mbps (at 249 MHz clock frequency) and
area consumption of 25 KGates. However, it is well known that
the ASIC ICs are more efficient than FPGA ICs. The next three com-
parisons use the same FPGA family, Spartan 3. Grain V1 [20] con-
sumes 44 Logic Slices and achieves a throughput of 196 Mbps in
contrast to the proposed design which consumes 318 Logic Slices
with 177 Mbps throughput. The high difference in area consump-
tion is due to Grain V1 design that uses a specific technique in or-
der to reduce the area consumption. This technique is the usage of
the Xilinx shift register SRL16 [22] instead of the usual implemen-
tation of shift registers. This component allows a 16-bit register to
be implemented as a single LUT. The disadvantage of this
technique is that it cannot be used when combinatorial logic is
slices) Frequency (MHz) Throughput (Mbps)

222.4 7111
38 1216

tes 249 7968
104 3328
196 196
177 177
233 233
250 250
240 240
326 326
189 189
187 187
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required between internal cells in shift registers and also that the
design is bound by the device being used. So in our proposed
implementations this technique is not used, in order for the
designs to be more flexible in relation to selected devices. In Mick-
ey V2 [20] implementation the area consumption is 115 Logic
Slices where the above technique cannot be used because of the
combinatorial logic between the internal cells in shift registers.
Regarding the throughput, Mickey V2 achieves a throughput of
233 Mbps. The proposed Mickey V2 outperforms those measure-
ments with 98 Logic Slices for area consumption and 250 Mbps
throughput. The Trivium [20] also uses the same technique with
Grain V1 [20]. For this reason it has low hardware demands (50
Logic Slices), which is lower by 99 Logic Slices from the proposed
Trivium design. However, our architecture achieves a higher
throughput by 86 Mbps. Finally, E0 [21] has been synthesized in
Virtex-II 2V250FG256; it consumes 895 Logic Slices and achieves
a throughput of 189 Mbps. The proposed design is much better in
terms of area consumption but a bit worse in throughput by 2 Mbps.
5. Conclusions

In this paper, six well known stream ciphers are implemented
in hardware and compared in terms of time performance, area con-
sumption and throughput-to-area ratio. The highest throughput is
achieved by Snow3g with 3330 Mbps. However, this causes high
hardware resources of the design, which results to low through-
put-to-area ratio. The same holds also for ZUC algorithm that
achieves a high throughput but consumes high levels of hardware
resources. The highest operation frequency is achieved by Trivium
implementation with average hardware demands. The cipher
which failed to present some remarkable results is Grain V2, which
has the lowest value in terms of throughput. In terms of area con-
sumption the lowest value is achieved by Mickey V2 with 98 logic
slices. This lead to the best throughput-to-area ratio with
2.554 Mbps/#Slice compared to the rest of ciphers.
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