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a b s t r a c t

A three-dimensional (3D) watermark integral imaging-based watermarking algorithm operating in the
cellular automata (CA) domain is presented. Instead of using conventional two-dimensional (2D)
watermarking, in this proposed method, an elemental image array (EIA) obtained by recording the rays
emanating from a 3D watermark through a pinhole array is used as a watermark to be embedded into the
coefficients of CA-transformed pattern. A series of depth-dependent 3D plane images can be recon-
structed by the volumetric computational reconstruction (VCR) technique. The embedded 2D EIA is
composed of many elemental images possessing their own perspectives of the 3D watermark. The
hologram-like 3D properties of the 2D EIA can make a robust reconstruction of the watermark available
even though the embedded watermark data may be damaged by image-processing attacks. To embed the
watermark imperceptibly, a masking model is introduced to adapt the watermark embedding strength
by exploiting the characteristics of the human vision system. In addition, a CA transform with various CA
bases and rule numbers can provide many transform planes for watermark embedding. To demonstrate
the usefulness of the proposed method, we carry out preliminary experiments and present the
experimental results.

& 2014 Elsevier B.V. All rights reserved.

1. Introduction

Due to the unrestricted transmission of multimedia over the
Internet, content providers are seeking technologies that can
protect copyrighted multimedia content. Watermarking has
attracted considerable attention and has numerous applications,
including copyright protection, authentication, secret communica-
tion, and measurement. A watermark is an imperceptible signal
that is added to digital data (protective information). After
embedding a watermark, there should be no perceptual degrada-
tion. The watermark should not be removable by unauthorized
persons and should be robust against image-processing attacks.

Various watermarking techniques have been developed [1–4].
These watermarking methods can be divided into two categories
by the embedding position: first, there are spatial domain techniques,
which are easier to implement but are limited in robustness, and
second, there are transform domain techniques, which involve
embedding a watermark in a transforming frequency; such techniques
include the discrete cosine transform (DCT), fast Fourier transforms
(FFT), and wavelet transforms, which exhibit higher robustness
compared to spatial domain techniques.

Recently, to improve the robustness and security of water-
marks, multiple watermarking techniques have been proposed
[5,6]. Given that the algorithm underlying these methods is based
on wavelet decomposition, in which multiple watermark data
(physician0s digital signature, the patient0s personal and examina-
tion data) can be embedded into wavelet transform domains, the
methods can be applied for image communication and image
copyright protection, in which multiple watermarks can greatly
improve the robustness of the watermarking system. However, as
the number of watermarks increases, the imperceptibility of the
watermarks will be degraded and the processing time required to
extract the multiple watermarks will increase.

In the past few years, the robust moment-based image water-
marking technique has obtained more researchers0 attention. The
main reason for this is that the moments of an image have the
invariance property against image rotation, scaling and translation,
which is very desirable for robust watermarking [7]. Tsougenis
et al. [8] investigated the performance evaluation of moment-
based watermarking systems. The main contribution of this
research, along with the review of the properties of moment-
based watermarking methods, is the sensitivity analysis of those
algorithms regarding to the moment0 order and family free
parameters [8].

Another algorithm developed to improve the robustness of the
conventional digital watermarking system against attacks is the
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three-dimensional (3D) digital watermarking scheme based on
integral imaging, in which a 3D object is recorded as a two-
dimensional (2D) elemental image array (EIA) by an optical lenslet
array [9]. The 3D watermark data, such as those of a 2D EIA, are
embedded into the subband of a wavelet transform [10]. A 3D
watermark can be reconstructed by using the computational
integral imaging reconstruction (CIIR) technique. This method
improves the robustness of watermarking by utilizing a 2D EIA,
which has hologram-like 3D properties. However, the researchers
have not considered that due to the characteristics of the human
vision system to which the host image is subject, 3D watermark
data are directly embedded into the frequency domain, which
could degrade the quality of the watermarked image. Furthermore,
the 3D watermark is reconstructed by the optically captured EIA.
Thus, the resolution of the reconstructed 3D image will be
degraded due to light diffraction and the practical limitations of
devices.

Generally, conventional transform-based watermarking methods,
such as DCT, FFT, and wavelet transforms, can provide only one
transform plane for embedding watermark data; thus, watermark
data can be tampered with or removed easily.

In this paper, a novel watermarking algorithm that embeds a
computer-generated 2D EIA in the cellular automata (CA) transform
[11,12] domain by exploiting the characteristics of the human vision
system is proposed. The main novelty of this watermarking algo-
rithm resides in the fact that the properties of the human vision
system are used to improve the invisibility of watermarks. The
watermark embedding strength is modulated by a pixel-wise
masking technique that provides a pixel-by-pixel measure of the
sensitivity of the human eye to local image perturbations. Com-
pared with conventional transform-based algorithms, which use CA
transforms with various CA bases and rules, it is possible obtained
many transform planes for embedding hidden data. Meanwhile, CA
make it difficult for attackers to detect the embedding position due
to the complexity of CA. In addition, a 3D watermark computer-
pickup algorithm is introduced to improve the drawback of low
resolution caused by optical devices. The embedding 3D watermark
data, such as those of a 2D EIA, are composed of many elemental
images possessing their own perspectives of a 3D watermark, and
this property can provide high robustness against data loss attacks
compared with conventional watermarking algorithms. To verify
the usefulness of the proposed technique, some experiments are
carried out and the results are presented.

2. Watermark embedding algorithm

2.1. 3D watermark pickup

To improve the robustness of an embedded watermark, a 3D
watermark is used instead of a 2D watermark. A 3D watermark can
be processed by a computational integral imaging (CII) system
[13–17]. The function of a CII system consists of optical pickup and
computational reconstruction. In a CII system, a 3D watermark is
captured by a lenslet array and a CCD camera. This pickup process
produces a 2D EIA as watermark data to be embedded. The
extracted 2D EIA is then employed to volumetric computational
reconstruction (VCR) to reconstruct a 3D plane image at a distance
z where the 3D watermark is located.

Another way to generate the 2D EIA is by the computer-
generated integral imaging pickup algorithm. In this paper a
convenient computer pickup is used instead of an optical pickup.
The operating principle of the proposed computer-generated

Fig. 1. The operating principle of computer-generated integral imaging system: (a) the computational pickup, (b) the concept of the VCR.

Fig. 2. 2D basis function Aijkl; Wolfram rule¼14; Number of cell in lattice, N¼8;
Initial configuration¼01011101; Boundary configuration¼Cyclic; CA transform
basis function type: Type 2.
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integral imaging system is depicted in Fig. 1. Fig. 1(a) illustrates the
operating principle of the 3D watermark computer pickup, with
two 3D plane images located at distances l1 and l2 along the pickup
direction. The recording device is located at a distance of z¼ �g. A
computer-synthesized virtual pinhole array is used instead of an
optical lenslet array. The rays of the image plane are mapped
inversely through each of the pinholes, and a 2D EIA is recorded on
a pickup plane. Considering the pickup procedure of the (i, j)th
elemental image Eijðx; yÞ from a plane image I, the elemental image

Eijðx; yÞ can be calculated as follows:

Ezijðx; yÞ ¼ I �xg
l
þ iρ; �yg

l
þ jρ; z

� �
ð1Þ

where x and y denote the coordinates of the (i, j)th pinhole, ρ
represents the pitch of each pinhole, l is the distance between the
virtual pinhole array and the plane image, g is the distance between
the 2D EIA plane and the virtual pinhole array, and z represents the
pickup distance between the pinhole array and the plane image.

Fig. 3. Block diagram of the proposed watermark embedding process.

Table 1
Embedding procedure of the proposed watermarking scheme.

Input: For a host image O measuring M�M, a 3D watermark is composed of
two 3D plane images measuring M/2�M/2, global watermark strength α, and
pickup distance l in the computer-generated integral imaging system.
Output: The watermarked image Ow .

1. Apply the 2D CAT to the host image O to obtain the L-level decomposed
coefficients Cθ

L , and choose the subband Cθ
L(L¼ 1; θ¼ 1) as the watermark

embedding domain;
2. Record the 3D watermark data by the computer pickup algorithm in the form

of a 2D EIA;
3. Scramble the 2D EIA by the 2D Fibonacci transformation (FT) algorithm:

wF ðm0 ;n0Þ ¼ mod
1 1
1 0

� �τ m

n

� �
;M=2

� �

where M/2 is the pixel size of the 2D EIA and τis the scrambling time;
4. Execute the PWM algorithm to calculate the weight factor Δθ

Lði; jÞ:

Δθ
L ði; jÞ ¼

qθL ði; jÞ
2

where qθL ði; jÞ represents the quantization step;
5. Embed the watermark data wF ðm0 ;n0Þ into the subband Cθ

Lði; jÞ:

Cnθ
L ði; jÞ ¼ Cθ

Lði; jÞþαΔθ
L ði; jÞwF ðm0 ;n0Þ

6. Reconstruct the watermarked image Ow by using the inverse 2D CAT.

Table 2
Extraction procedure of the proposed watermarking scheme.

Input: The original image O and the watermarked image Ow measuring of
M�M, the global watermark strength α, the proposed weight estimation
model, and the pickup distance l.
Output: Using the extracted 2D EIA, the 3D watermark is reconstructed by the
VCR technique according to the pickup distance l.

1. Apply the L-level 2D CAT to both the original and the watermarked images;
2. Determine the estimated Δθ

L ði; jÞ factors by considering and calculating the
original image using the PWS model;

3. Extract each of the watermark bits from the coefficient Cnθ
L of the watermarked

image:

wðm;nÞ ¼ Cnθ
L ði; jÞ�Cθ

L ði; jÞ
αΔθ

L ði; jÞ

4. Inverse transform the extracted watermark data by 2D FT, and obtain the
recovered 2D EIA wF 0 ðm;nÞ:

wFnðm;nÞ ¼ mod
1 1
1 0

� �P� τ m0

n0

� �
;M=2

( )

where P is the period of the 2D FT according to the size of the
watermark image;

5. Reconstruct the final 3D watermark using the recovered 2D EIA via the VCR
algorithm.
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2.2. Weight factors calculated by pixel-wise masking model

A number of factors affect the noise sensitivity of the human eye,
including luminance, frequency band, texture, and proximity to an
edge [18]. The human eye is less sensitive to light of high frequency.
Thus, embedding watermark information in high-frequency bands
provides a high-quality watermarked image. However, the robustness

of the watermark produced is fragile. Embedding a watermark in
lower-frequency bands will cause the resulting watermarked image
quality to be greatly degraded compared to quality of the original
image. This effect is because the light energies of most natural images
are concentrated in lower-frequency bands, and the human eye is
more sensitive to the noise caused by modifying lower-frequency
coefficients. Based on these observations, Barni et al. [19] developed

Fig. 4. The watermarked image and the extracted watermarks: (a) the original host image ‘Lena’, (b) the picked-up 2D EIA, (c) the watermarked image, (d) the extracted 2D
EIA, (e) and (f) the reconstructed 3D watermark plane images ‘tree’ and ‘dice’ located at distances l1¼15 mm, l2¼30 mm, respectively.
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a masking function for calculating the weight factors to embed a
random binary sequence into the high-frequency bands of a host
image. Using this scheme, we apply a pixel-wise masking model to
calculate the weight factors of the CAT high-frequency coefficients of a
host image.

In the embedding procedure, image I is decomposed into
multiple levels by using the 2D cellular automata basis function
Aijkl; the transformation can be defined by

Ckl ¼ ∑
N�1

k ¼ 0
∑

N�1

l ¼ 0
Iij � Aijkl ð2Þ

where Ckl and Aijkl represent the transform coefficients and the 2D
cellular automata basis function, respectively.

Here, the 2D CAT basis functions Aijkl are derived from the one-
dimensional (1D) types in the form:

Aijkl ¼ AikAjl ð3Þ

where Aik are the 1D basis functions. In this scheme, the CA basis
type: Type 2 is introduced, that can be expressed as:

Aik ¼ αþβaikaki ð4Þ

where aik is the state of the CA on the node i at time t ¼ k while α
and β are constants.

A graphical view of the basis functions using a set of the
gateway values (Wolfram rule¼14; Initial configuration 01011101)
as shown in Fig. 2.

The CAT-based watermarking method is superior to the con-
ventional transform-based watermarking methods by reason of
CAT can provide many transform patterns verifying CA bases for
watermark embedding.

The pixel-wise masking (PWM) [20,21] algorithm effectively
estimates how the human vision system perceives disturbances in
an image by considering resolution sensitivity, brightness

sensitivity, and textual sensitivity. It is used to adaptively adjust
the strength of a watermark.

In the proposed watermark embedding process, the host
image is first decomposed into 4 levels using 2D CAT, where CθL
represents subbands from level LAð1;2;3;4Þ and θAðLL;HL;
LH;HHÞ. A 2D EIA wðm;nÞ is embedded in the high-frequency
bands of the CAT coefficients determined by

Cnθ
L ði; jÞ ¼ CθL ði; jÞþαΔθ

L ði; jÞwðm;nÞ ð5Þ

where α is the embedding global strength parameter and Δθ
L ði; jÞ

represents the weight function, the value of which is half of the
quantization step qθL ði; jÞ. Based on the characteristics of the human
vision system, we compute the quantization step qθL ði; jÞ of each
coefficient as the weighted product of three factors:

qθL ði; jÞ ¼ΘðL;θÞΛðL; i; jÞΞðL; i; jÞ0:2 ð6Þ

where ΘðL;θÞ, ΛðL; i; jÞ, and ΞðL; i; jÞ denote the resolution sensitivity,
brightness sensitivity, and texture sensitivity of each CAT coefficient,
respectively. Because the resolution sensitivity is more dependent on
the resolution level, the resolution sensitivity function can be
expressed as follows:

ΘðL;θÞ ¼
ffiffiffi
2

p
if θ¼HH

1; otherwise

( )
ð7Þ

and according to [19], the brightness sensitivity function is evaluated
as follows:

ΛðL; i; jÞ ¼ 1þ
1�Ψ ðL; i; jÞ; Ψ ðL; i; jÞ o0:5Þ
Ψ ðL; i; jÞ; otherwise

( )
; ð8Þ

Ψ ðL; i; jÞ ¼ 1
256

CLL
4 1þ i

23� L

	 

; 1þ j

23� L

	 
� �
ð9Þ

To reduce the load of the watermarked image as well as the
associated computational burden, in this experiment, the water-
mark data are embedded in the high-frequency CAT subband CθL
(whenL¼ 1; θ¼HH). Therefore, the texture sensitivity function
can be obtained by

ΞðL; i; jÞ ¼ ∑
4�L

k ¼ 0

1

16k
∑
1

x ¼ 0
∑
1

y ¼ 0
CHH
kþ L yþ i

2k

� �
; xþ j

2k

� �2

� Var CLL
4 1þyþ i

23� L;1þxþ j
23� L

� �n o
x¼ 0;1
y¼ 0;1

ð10Þ

Table 3
PSNR (dB) values granting watermark invisibility under three types of water-
marking schemes.

Image Proposed CII-based 2D watermark

Lena 45.7831 33.5725 44.1327
Pepper 46.3201 34.0259 43.6549
Boats 45.0298 35.0262 44.3362
Cameraman 47.6872 36.1024 42.7751
Airplane 43.0281 37.0139 40.3692

Fig. 5. The reconstructed 3D watermark plane images with one incorrect CA rule and three correct CA rules: (a) l1¼15 mm, (b) l2¼30 mm.
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Fig. 3 shows a flowchart of the proposed watermarking algo-
rithm, and the watermark embedding process is summarized in
Table 1.

3. Watermark extraction algorithm

To recover the watermark from the watermarked image, both
the original and watermarked images are needed. Although
assuming access to the host image may be not possible in some
practical applications, we consider applications in which water-
mark robustness is important and there is access to the host
image.

In this proposed image watermarking method, the extracted
watermark is not the final watermark. The data directly extracted
from the watermarked image is called the EIA, which is used to
reconstruct the final 3D watermark. A 3D watermark is recon-
structed by the extracted 2D EIA via the VCR technique; the
concepts underlying the VCR technique are illustrated in Fig. 1(b).
The reconstruction is mainly the reverse process of the computer
pickup. Elemental images are directly projected through a virtual
pinhole array to reconstruct the 3D plane image by superposition,
according to geometric optics. The elemental image magnification
factor is ξ, where ξ¼ l=g, l is the distance from the virtual pinhole
array to the output plane image, and g is the distance between the
EIA and the virtual pinhole array. The reconstructed 3D plane image

IRðx; yÞ located at a distance l is defined by

IRðx; yÞ ¼ ∑
M�1

i ¼ 0
∑

M�1

j ¼ 0
Eij �xl

g
þ iρ; �yl

g
þ jρ

� �
ð11Þ

The watermark extraction process is summarized in Table 2.

4. Results and discussion

The performance of the proposed algorithm is tested over a
various number of images. The results are presented for an 8-bit,
gray-scale ‘Lena0 image measuring 512�512 pixel, as shown in
Fig. 4(a). The 3D watermark scene to be imaged is composed of
two plane images, ‘tree’ and ‘dice’, both with a resolution of
256�256 pixel, which are longitudinally located at l1 ¼ 15 mm
and l2 ¼ 30 mm from the virtual pinhole array, respectively. The
experimental setup of the computer pickup is depicted in Fig. 1.
A virtual pinhole array consists of 32�32 pinholes with a
diameter of 1.08 mm located at z¼0. The 3D watermark is
recorded by the computer integral imaging pickup technique in
the form of a 2D EIA. After the pickup process, the recorded EIA
consists of 32�32 elemental images, and each elemental image
measures 8�8 pixel, as shown in Fig. 4(b). The recorded EIA
measuring 256�256 pixel as the watermark data is used for
embedding.

Fig. 6. The extracted 3D watermark plane images with a variance of 0.04: (a) and (b) the proposed scheme, (c) and (d) the CII-based scheme.
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In this scheme, four types of CAT basis functions Aijkl with
four rules are applied to decompose a given host image O into
low-pass and high-pass bands. To reduce the load of the host
image and the associated computational burden, the watermark

data are only embedded into the high-pass subband CθL (L¼ 1;
θ¼HH).

First, the watermark invisibility is evaluated and measured by
the peak signal-to-noise ratio (PSNR): the greater the PSNR is, the

Fig. 7. The extracted 3D watermark plane images with a variance of 0.04: (a) and (b) the proposed scheme, (c) and (d) the CII-based scheme.

Fig. 8. The watermark ‘tree’ extracted based on the PMW scheme with Gaussian noise attack: (a) 0.04 variance and (b) 0.4 variance.
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higher the quality of the watermarked image is, defined as

PSNR¼ 10 log
2552

MSE

 !
ð12Þ

MSE¼ 1

M2 ∑
M

i ¼ 1
∑
M

j ¼ 1
ðOði; jÞ�Owði; jÞÞ2 ð13Þ

where Oði; jÞ and Owði; jÞ denote the values of the pixels at (i,j) in
the host and watermarked images, respectively. The watermarked
image ‘Lena’, with a PSNR value of 45.7831 dB, is shown in Fig. 4
(c). In visually comparing the watermarked image against the
original image, we cannot find any perceptual degradation. Fig. 4
(b) shows the 2D EIA extracted from the watermarked image.
Fig. 4(e) and (f) show the reconstructed 3D watermark plane
images ‘tree’ and ‘dice’, which are located at distances of
l1¼15 mm and l2¼30 mm, respectively.

We compare the results obtained by the proposed algorithm
with those achieved through the use of the classic 3D watermark-
based CII scheme and 2D gray-scale watermark-based PWM
scheme.

4.1. 3D watermark based CII scheme

The 3D watermark-based CII approach was proposed in [9,10].
In this scheme, a 3D watermark is optically picked up by a lenslet
array and captured by a CCD camera. The captured 2D EIA is
directly embedded into the CAT subbands with a constant water-
mark embedding strength α. The VCR technique is used in the
watermark reconstruction process. This method exhibits greatly
improved robustness compared with the 2D watermark-based
watermarking method. However, the authors of the aforemen-
tioned study have not considered that due to the characteristics of
the human visual system to which the host image is subject, the
3D watermark data are directly embedded into the frequency
domain, which degrades the quality of the watermarked image.
Moreover, the 3D watermark is reconstructed by the optically
captured EIA. Thus, the resolution of the reconstructed 3D image
will be degraded due to light diffraction and the practical limita-
tions of devices.

4.2. 2D watermark-based PWM scheme

A wavelet-based logo-watermarking algorithm was proposed
in [22]. In this method, a gray-scale logo is used as a watermark.

The watermark embedding process is carried out by transforming
both the host image and watermark in wavelet domains. The PWM
algorithm is used to calculating the weight factors to embed the
gray-scale logo. This method offers a high-quality watermarked
image. However, the 2D gray-scale watermark is difficult to
recognize if the watermark data are seriously damaged.

Table 3 lists the PSNR values of the watermarked images
obtained by the three above-mentioned watermarking methods.
On average, it can be observed that the proposed scheme outper-
forms the CII-based scheme by 10.4215 dB and the 2D watermark-
based PWM scheme by 2.5360 dB.

Currently, studies on the security of watermarks are drawing
great attention in the field of image watermarking. In our experi-
ments, the wavelet transform is replaced by CAT. Compared with
the wavelet-based image watermarking algorithm, CAT can pro-
vide multidimensional transform planes for watermark embed-
ding, which can greatly improve the security of the resulting
watermark. According to Eq. (2), a given CAT rule can generate a
specific basis function Aijkl, which provides a transform plane for
watermark embedding. For 2-state, 3-site cellular automata, there
are 223 rules. If the attackers want to tamper or crop the water-
mark information from a watermarked image measuring M�M,
they must consider 223 rules, 2M initial configurations, 22M

boundary configurations, and different types of CA bases. There-
fore, the CAT-based image watermarking algorithm is more secure
compared with conventional transform-based watermarking
methods, which provide only one transform plane for watermark
embedding.

Fig. 9. The watermark ‘dice’ extracted based on the PMW scheme with Gaussian noise attack: (a) 0.04 variance and (b) 0.4 variance.

Table 4
Comparison of robustness (ROI) under Gaussian noise attack.

Methods CC BCR

0.04 0.4 0.04 0.4

Extracted 2D pattern ‘tree’
2D watermark 0.6328 0.2569 0.6897 0.2895
CII scheme 0.8931 0.4358 0.9123 0.4761
Proposed 0.9213 0.6128 0.9537 0.6352

Extracted 2D pattern ‘dice’
2D watermark 0.6471 0.2358 0.6473 0.3012
CII scheme 0.8873 0.4610 0.9237 0.4802
Proposed 0.9308 0.6027 0.9409 0.6516
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Fig. 5 shows the 3D watermark plane images located at
distances of l1 ¼ 15 mm and l2 ¼ 30 mm extracted by using an
incorrect CA rule. Compared with the 3D watermark plane images
extracted with the correct CA rules, as shown in Fig. 4(e) and (f), in
both cases, the reconstructed images are absolutely different.
Consequently, the 3D reconstructed watermark plane images
cannot be recognized by using the incorrect key.

To further demonstrate the effectiveness of the proposed
algorithm, we comparatively analyze the robustness against noise
and occlusion attacks for three types of image watermarking
schemes: the proposed scheme, the 3D watermark-based CII
scheme, and the 2D watermark-based PWM scheme.

In the first simulation, the robustness of the three water-
marking methods against Gaussian noise is tested. Here, Gaussian

Fig. 10. Watermarked images with 45% of the pixels occluded and the corresponding reconstructed 2D watermark patterns: (a) the proposed scheme and (b) the CII-based
scheme.
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noise with a zero mean and variances of 0.04 and 0.4 is assumed to
be equally added to each of the watermarked images. In the
proposed scheme, the 2D EIA is recorded by a virtual pinhole array
via computer simulation, which is used to embed the watermark
data in the host image. However, in the CII scheme, the optically
picked-up watermark data are embedded in the host image.
The reconstructed 2D patterns ‘tree’ and ‘dice’ can be clearly
reconstructed, which are located at the original pickup positions
in these two systems. In the 2D watermark-based PWM scheme,
the 2D patterns ‘tree’ and ‘dice’ are embedded as watermarks in
the host image. To more accurately analyze the robustness of the
reconstructed 2D patterns, we only measure the characteristics of
the regions of interest (ROI) in the 2D patterns, as shown in Fig. 6.

Fig. 6 shows the reconstructed 2D plane images from the
watermarked images with a Gaussian variance of 0.04. Fig. 6
(a) and (b) shows the 2D patterns ‘tree’ and ‘dice’ reconstructed
using the proposed scheme, which are located at distances of
l1 ¼ 15 mm and l2 ¼ 30 mm, respectively. Fig. 6(c) and (d) shows
the 2D patterns obtained using the CII-based scheme, which are
located at distances of l1 ¼ 15 mm and l2 ¼ 30 mm, respectively.

Fig. 7 shows the 2D patterns reconstructed from the water-
marked images in the case in which the Gaussian variance is 0.4.
Fig. 7(a) and (b) shows the plane images reconstructed based on
the proposed scheme. Fig. 7(c) and (d) shows the plane images
reconstructed based on the CII-based scheme. By visually compar-
ing our reconstructed 2D patterns with the CII ones in Figs. 6 and
7, it is evident that the extracted 2D patterns are more clearly
reconstructed using our scheme.

Fig. 8 shows the experimental results for the extraction of
watermark data from the attacked watermarked images in the 2D
watermark-based PWM scheme. Fig. 8(a) and (b) shows the
watermark extracted from the watermarked images with Gaus-
sian variances of 0.04 and 0.4, respectively; the 2D pattern ‘tree’
as the watermark data is embedded into the host image ‘Lena’.

Fig. 9 displays the watermarks extracted in the case in which
the host image is watermarked with another 2D pattern, ‘dice’.
Fig. 9(a) and (b) shows the watermark ‘dice’ extracted when the
watermarked image is attacked by Gaussian noise with variances
of 0.04 and 0.4, respectively.

To more accurately analyze the robustness of the reconstructed
watermark quantitatively, the Pearson linear correlation coeffi-
cient (CC) and bit correct ratio (BCR) are used to measure the
similarity of ROI between the original and extracted 2D patterns.
Table 4 compares the experimental results obtained, from which
we can observe that the robustness of the proposed scheme is

superior to that of the CII-based scheme and that of the 2D
watermark-based PWM scheme.

In the second simulation, we comparatively evaluate the
robustness of the three watermarking methods against occlusion
attack. Fig. 10(a) and (b) shows the watermarked images obtained
by the proposed scheme and the CII-based scheme, respectively,
with 45% of the images’ pixels occluded. The corresponding
reconstructed 2D patterns are also shown in Fig. 10(a) and (b),
respectively.

Fig. 11(a) and (b) shows the 2D plane images ‘tree’ and ‘dice’
reconstructed from the watermarked images, respectively, using
the 2D watermark-based PWM algorithm. In this case, 45% of the
watermarked image data were occluded.

From the results presented in Figs. 8, 9, and 11, it is confirmed
that the 2D watermarks extracted using the 2D watermark-based
scheme are seriously distorted and contaminated when the attack
power coefficients are increased. Accordingly, when the water-
marked image data are seriously damaged, there should be some
difficulties in recognizing the watermark data extracted using the
conventional 2D watermark-based watermarking method.

The experimental results obtained for watermarked images in
which 15% and 45% of the pixels were occluded are recorded in
Table 5.

These results indicate that our proposed algorithm outperforms
the CII-based method because the computer-generated integral
imaging technique is free of light diffraction and the practical
limitations of optical devices. Moreover, in the CII-based water-
marking algorithm, the watermark is directly embedded into the
subband of the host image, which degrades the quality of the
watermarked image. However, the proposed PWM model can

Fig. 11. The watermark extracted based on the PMW scheme with 45% of the pixels occluded: (a) the extracted pattern ‘tree’ and (b) the extracted pattern ‘dice’.

Table 5
Comparison of robustness (ROI) under occlusion attack.

Methods CC BCR

15% 45% 15% 45%

Extracted 2D pattern ‘tree’
2D watermark 0.8314 0.1873 0.8726 0.1952
CII scheme 0.9003 0.6914 0.9043 0.7012
Proposed 0.9658 0.8716 0.9729 0.8842

Extracted 2D pattern ‘dice’
2D watermark 0.8402 0.1759 0.8916 0.2032
CII scheme 0.9133 0.7019 0.8937 0.6854
Proposed 0.9729 0.8621 0.9715 0.8902
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effectively measure the watermark embedding strength, which
greatly improves the invisibility of the watermark. Compared with
the classic 2D watermark-based PWM method, the proposed
method exhibits improved robustness because the extracted
watermark data (2D EIA) do not constitute the final watermark.
The 2D EIA contains many elemental images, each of which retains
the properties of the 2D patterns. Thus, even when the embedded
2D EIA data are seriously corrupted, the reconstructed 2D patterns
can still be recognized.

5. Conclusion

In this paper, a novel digital watermarking system employing a
3D watermark integral imaging technique is proposed. The algo-
rithm embeds 3D watermark data, such as a 2D EIA, into the CAT
high-frequency subbands of the host image and introduces a
masking model to adapt the watermark embedding strength by
exploiting the characteristics of the human vision system. The
embedded 2D EIA is composed of many elemental images posses-
sing their own perspectives of a 3D watermark. We take advantage
of the hologram-like 3D properties of the 2D EIA to improve the
watermark robustness. Moreover, this algorithm makes use of the
properties of human vision system to improve the invisibility of
watermarks, in which the watermark embedding strength is
modulated by the pixel measure of the sensitivity of the human
eye to local image perturbations. In addition, a CA transform with
various CA bases and rule numbers can provide many transform
planes for watermark embedding. CA may make it difficult for
attackers to detect the embedding position due to the complexity
of CA. To demonstrate the effectiveness of the proposed watermarking
algorithm, some experiments are carried out. As demonstrated using

test images, the experimental results confirm the feasibility of the
proposed method in practical applications.
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