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Abstract—Digital watermarking techniques have been used as 
one of the means for copyright protection and authentication of 
multimedia data. Conventional Singular Value Decomposition 
(SVD)-based and Chinese Remainder Theorem (CRT)-based 
spatial domain watermark techniques do not perform well under 
JPEG compression. However, it is seen that the CRT-based 
watermarking technique in Discrete Cosine Transform (DCT) 
domain performs well for JPEG compression. In the current 
paper, we presented an improved CRT-based DCT domain 
watermarking scheme. This method is shown to be more robust 
against cropping, tampering, addition of noise and JPEG 
compression. The existing CRT-based DCT domain technique 
results in increase in Tamper Assessment Function (TAF) due to 
the conversion into DCT domain, whereas the proposed method 
is shown to reduce TAF under DCT conversion. 

Keywords- Digital image watermarking; Chinese Remainder 
Theorem (CRT); DCT; JPEG compression. 

I.  INTRODUCTION  
The Internet with millions and millions of multimedia 

contents is growing in an exponential rate and new contents are 
being added to it continuously. The open and free 
characteristics of the Internet and easy access of several image 
and document manipulation software lead to the challenging 
issues of authentication, ownership verification and copyright 
protection of these contents. Digital watermarking techniques 
[1]-[3] can provide a feasible solution to tackle these issues. In 
digital watermarking, the watermark, which holds the 
information about the original author in the form of a digital 
signature, is embedded into the original digital content (host).  
The watermark can later be extracted from the embedded 
digital content only by an authorized recipient to verify if any 
modification has been made to host content.  

Some of the desirable properties of a practical 
watermarking technique are: imperceptible- the embedded 
watermark should not introduce any noticeable difference 
between the water-marked content and the original content;    
robust and secure- nobody should be able to remove, alter or 
damage the watermark without authorization. However, the 
perceptual transparency and robustness criteria are conflicting 
requirements. Invisibility requirement limits the energy of the 

watermark, whereas robustness requires the watermark to have 
more energy. Therefore reasonable trade-off is usually made to 
meet all the above requirements. 

Watermark embedding methods can be generally classified 
into two categories: spatial domain and frequency (transform) 
domain. In spatial domain, the watermark is embedded directly 
in to the pixel by altering its value. Whereas, frequency domain 
watermarking methods are based on modification of frequency 
components in different transform domains. Some of the 
examples of frequency domain watermarking schemes include 
Discrete Cosine Transform (DCT) [4]-[5] and Discrete Wavelet 
Transform [6]. Recently there have been a series of Singular 
Value Decomposition (SVD)-based watermarking schemes 
which can withstand several common attacks [7]-[10]. 
However, some of the disadvantages of these techniques are 
that SVD is computationally intensive and these schemes do 
not perform well against JPEG compression.  

Chinese Remainder Theorem (CRT) has been widely used 
as a solution to the problem of converting a number to a residue 
number system using a general moduli set [11]. Recently CRT 
has been applied for several engineering applications, e.g., in 
dynamic access control in computing systems [12], encoding in 
communication systems in cryptography [13], and authentica- 
tion in sharing of secrets [14],[15]. Recently Patra et al. have 
reported few watermarking techniques based on CRT [16]-
[18]. It is shown that the CRT-based spatial domain water-
marking technique is highly computationally efficient 
compared to SVD-based scheme and able to withstand several 
common attacks, but it can not withstand JPEG compression 
[16]. However, in subsequent reports it is shown that the CRT-
based watermarking scheme implemented in DCT domain is 
able to withstand JPEG compression at the expense of a little 
more computational cost [18].  

In this paper, we propose an improved CRT-based 
watermarking algorithm implemented in DCT domain. We 
have introduced an alternate embedding algorithm which 
improves its performance. With extensive simulations we have 
compared performance of the proposed scheme with that of an 
SVD based [8], a CRT-based spatial domain [16] and a CRT-
based DCT domain [18] schemes. We have shown that the 
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proposed scheme performs better than the other three schemes, 
especially with respect to JPEG compression. 

 

II. CHINESE REMAINDER THEOREM 
The Chinese Remainder Theorem is briefly given below.  

A. The CRT 
Let {m, n} denote a pair-wise co-prime positive integers. 

The dynamic range, N is given by N=m.n. According to CRT, 
for any given pair of positive integer, {p, q}, where p < m and 
q < n, there exists a unique integer Z, such that Z < N. 
Calculation of Z is as follows. First determine r1 and r2 as: 

  r1 = N / m = n 

  r2 = N / n = m              (1) 

Next, find s1 and s2 such that (2) is satisfied: 

  (r1s1) mod m = 1 

  (r2s2) mod n = 1             (2) 

Then, we find the unique integer Z as: 

                    Z = (p.r1s1 + q.r2s2) mod N.                            (3) 

B. The Inverse CRT 
Using inverse CRT an integer Z, 0 ≤ Z ≤ N-1, can be 

represented by a unique pair of integers, {p, q}, where p < m 
and q < n. The values of p and q are determined as: 

        p = Z mod m 

        q = Z mod n             (4) 

The following variables are used in the proposed algorithm.  

  D = max{m, n} – 1                                    (5) 
 

                     d = | p – q |               (6) 
 

                     b = p + q             (7) 
 
 
 

III. EXISTING SCHEMES 
In this section, we briefly describe the SVD-based [8] and 

two existing CRT-based [16], [18] watermarking schemes and 
highlight their weaknesses.  

A. Scheme-1: SVD-based Watermarking 
In the SVD-based watermarking scheme proposed by 

Chang et al. [8], the host image is a gray-scale image and the 
watermark is a binary image. First, the host image is divided 
into blocks of nxn pixels and SVD is performed on this block 
to obtain the U, D and V matrices. Blocks with higher rank (the 
number of non-zero singular values of the D matrix) are 
selected randomly using a Pseudo Random Number Generator 
(PRNG). The second and third coefficients (u1 and u2) of the 
first column of U matrix are selected for embedding the 
watermark. Modifications to these two coefficients are made 
for embedding a watermark bit. After embedding, the inverse 
SVD transformation is performed to reconstruct the 
watermarked image. 

B.  Scheme-2: CRT-based  Spatial Domain Watermarking 
A novel CRT-based spatial domain watermarking scheme 

is proposed by Patra et al. [16]. This scheme begins by dividing 
the host image into blocks based on the number of watermark 
bits to be embedded. For example, to embed a 32x32 binary 
watermark into a 256x256 host image, the host image is 
divided into 8 x 8 blocks. Thus, one watermark bit is embedded 
in each block. A random pixel, X is then selected from an 8x8 
block and the six least significant bits of X are converted into a 
decimal value Z. The two most significant bits are then 
converted into a decimal value Y.  

Inverse CRT is then applied to Z using (4) to get the value 
of p and q. Embedding of the watermark bit is made based on 
the relationship between these two values If the necessary 
relationship is not satisfied then Z is modified to Z'. Using 
inverse CRT a new set of p and q is obtained. Then, the 
necessary relationship is checked. This process repeats until the 
necessary relation is achieved for embedding the watermark 
bit. Z' is then added with Y to get a new watermarked pixel X'. 
After embedding, the reconstructed block with X' is then used 
to create the watermarked image. The main weakness of this 
scheme is that it chooses spatial domain for embedding 
watermark bits. Spatial domain methods are usually not 
preferred because they are not robust to common image 
processing applications, especially, to lossy compression such 
as common JPEG compression [19]. 

C.  Scheme-3: CRT-based DCT Domain Watermarking 
In order to overcome some of the limitations of Scheme-2, a 

CRT-based watermarking scheme in DCT domain is proposed 
by Patra et al. [18]. Here, DCT is performed to the selected 
block and embedding is done by altering the DCT coefficients. 
A DCT coefficient Z is selected and then by applying CRT, p 
and q are obtained using (4). The watermark bit is embedded 
by altering the value of Z, based on the relationship of p and q.  
Fig.3 (next page) shows the conditions to embed watermark 
bits. The major advantage of this scheme is that it is able to 
withstand the JPEG compression along with other common 
attacks, however, at the expense of a little more computational 
cost.  The Tamper Assessment Function (TAF) (defined in 
Section V) of the extracted watermarks under different attacks 
is found to be lower than that of Scheme-2 and is found to be 
independent of host image.  

IV. PROPOSED SCHEME 
In order to further improve the performance of the Scheme-

3, we propose a novel algorithm to provide better TAF values 
for different attacks including JPEG compression. The 
embedding and extraction of watermark is done in DCT 
domain using CRT technique.  

A. Proposed DCT Domain Watermarking Scheme 

 One of the weakness of spatial domain is that it is not 
robust to image compression. To overcome this weakness, we 
proposed to embed the watermark in DCT domain. With 
reference to Fig. 1, the intial step is to divide the host image 
into blocks of 8x8 pixels. This is the same block size used in 
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the JPEG compression. The blocks are then converted to DCT 
domain where embedding of watermark information will be 
carried out, as described below. After the embedding process, 
the watermarked DCT blocks will then undergo inverse DCT 
to construct the watermarked image. To extract the watermark, 
the watermarked image is first divided into blocks of 8x8 
pixels. These blocks then undergo DCT conversion and the 
watermark is extracted as shown in Fig. 2. 
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Fig. 1 Proposed DCT domain watermarking scheme. 
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Fig. 2 Proposed DCT domain extraction scheme. 
 

B. Improved Embedding Algorithm 
In Scheme-3, D and d computed using (5) and (6) were 

used in embedding of watermark as shown in Fig. 3. Where as, 
we use D and b in the proposed watermarking algorithm, as 
shown in Fig. 4. The reason for choosing (D+C)/2 is that it 
provides sufficient embedding strength while not compro-
mising on watermarked image quality. Here C is a constant and 
its value is selected as 35. Several experiments and 
comparisons were considered in order to get this value of C. 

Fig. 5 shows the extracted watermarks from the watermark- 
ed Lena image using different schemes. The extracted 
watermarks as shown in Fig. 5 (d) and Fig. 5 (e) do not appear 
exactly the same as the original watermark. This is because the 
DCT and inverse DCT conversions introduce rounding errors. 
Hence, this will cause the resulting watermark to look slightly 
tampered even though no tampering was intentionally 
introduced. From Fig. 5 (d) and Fig. 5(e) it is evident that the 
quality of extracted watermark in the Proposed-Scheme is 
much superior to that of the Scheme-3. 

C. Embedding Position Selection of DCT Coeffficients 
An important parameter of watermarking is to determine 

the embedding position in the DCT domain. For robustness, it 
is preferred to embed into the most significant component but 

this may degrade the image quality and the watermark may 
become visible. On the other hand, if perceptually 
insignificant components are used, watermark information 
may be lost during lossy compression. Usually low frequency 
components contain more energy than the high frequency 
components. After JPEG compression, there is a high 
probability that the values of high frequency coefficients will 
be zero. Therefore, out of the 64 DCT coefficients, we decided 
the DC coefficient and low frequency AC coefficients, 1, 2 or 
3 as the embedded position as shown in Fig. 6. 
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Fig. 3 Embedding procedure in Scheme-3. 
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Fig. 4 Embedding procedure in the Proposed-Scheme. 

 

 

 
(a) (b) (c) (d) (e)  

Fig. 5 Extracted watermark without tampering: (a) original 
64x64 watermark, (b) Scheme-1, (c) Scheme-2, (d) Scheme-3, 
(e) Proposed- Scheme. 

 
 
 
 
 
 
 

                       

 

 
 

Fig. 6 Zigzag numbering scheme of the 8x8 DCT block. 
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D. Embedding Procedure 
The process begins by dividing the host image into 8x8 

blocks. The program will automatically select the appropriate 
number of watermark bits to be embedded into a block. For 
example, to embed 64x64 binary watermark image into a 
512x512 host image, the number of watermark bits per block 
would be 1 watermark bit per block. Therefore, there would be 
exactly one watermark bits as given in the following steps: 

 
1. Choose a secret integer as the seed of the PRNG.  
2. Select a random block (8x8) from the host image. 
3. Apply DCT to the selected block. 
4. Select a watermark bit randomly from the watermark 

image to embed into the block. 
5. Select a DCT coefficient (either the DC or one of the 

AC components) randomly to embed the watermark bit. 
Let its value be denoted by Z. 

6. Let m and n be a pair-wise co-prime numbers with 
values 65 and 361, respectively, to be used for CRT if Z 
is the DC coefficient. Otherwise, the values of m and n 
would be 38 and 180 if Z is the AC coefficient. 

7. Apply the inverse CRT, find p and q using (4). 
8. Determine D using (5) and b using (7). 
9. The required condition to embed watermark bit ‘1’ is:  
  

                                b ≥ (D+C)/2.                                       (8) 
 

If (8) is not satisfied, then Z is modified to Z' as 
explained below until (8) is satisfied.  

10. The required condition to embed watermark bit ‘0’ is: 
 

                        b < (D+C)/2.                                       (9) 
 

If (9) is not satisfied, then Z is modified to Z' as 
explained below until (9) is satisfied.  

11. Reconstruct the DCT block with modified DCT 
coefficient Z' and apply inverse DCT to the block to 
construct the watermarked image block. 

12. Repeat steps 2-11 for the remaining blocks until all 
watermark bits are embedded. 

 
To embed bit ‘1’: If (8) is satisfied, there is no need to 

modify the values of p and q. Otherwise, add 8 to Z and 
continue from Step 7 of the embedding procedure with the 
new Z' and check whether (8) is satisfied. If not, subtract 8 
from Z and continue with Step 7 of the embedding procedure 
and check whether (8) is satisfied. If (8) is still not satisfied 
continue adding or subtracting 8 to Z until (8) satisfies. 

 

To embed bit ‘0’: If (9) is satisfied there is no need to 
modify the values of p and q. Otherwise, continue adding or 
subtracting 8 to Z until (9) is satisfied. The reason for using +8 
is to make enough modifications to the selected DCT 
coefficient so that it would be reflected back in the spatial 
domain after inverse DCT to get the watermarked block. 

 
 

E. Extraction Procedure 
To extract the watermark from the image we need to know 

only the following information: 

1. Watermarked image. 
2. Size of the watermark. 
3. Seed of the PRNG.  
4. The pair-wise co-prime numbers m and n. 
 

Using the seed of PRNG, the DCT coefficient that is 
embedded with the watermark information Z is extracted.  The 
value of b is compared with the D. If b ≥ (D+C)/2, the 
extracted watermark bit is a ‘1’ otherwise it is a ‘0’. This is 
repeated for remaining blocks to extract all the watermark bits.                   

V. EXPERIMENTAL RESULTS 
In order to carry out the performance comparison of the 

proposed scheme with other schemes, two performance 
measures are defined below. The extent of tampering of the 
extracted watermark is measured using a Tamper Assessment 
Function (TAF) [16]. To evaluate performance of different 
watermarking techniques, peak signal to noise ratio (PSNR) is 
often used as a quantitative measure for the watermarked 
images. Several simulations were conducted to evaluate the 
performance of the SVD-based [8] (Scheme-1), CRT-based 
[16] (Scheme-2) and CRT-based [18] (Scheme-3) and then 
compared them with our proposed CRT-based scheme. A set 
of gray-level images of 512x512 pixels of Lena, Baboon, and 
Airplane were used as host images. A black and white Panda 
image (64x64) was used as the watermark for embedding. 

 

A. Performance Measures 
Two performance measures: PSNR in dB and TAF in 

percentage are defined below. 
 

)/(25510log(dB) PSNR 2
10 ξ= , (10) 

[ ]∑ ∑
−

=

−

=
−=

1

0

1

0

2 
),(),(1 where

M

i

N

j
jiAjiA

MN
ξ .  

 

The pixel intensities of the host image and the watermarked 
image at location (i, j) are denoted by ),( jiA  and ),( jiA , 
respectively, and MxN is the size of the host image.  
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The original and extracted watermark bits at position (i, j) are 
denoted by ),( jiw and  ),,( jiw respectively, and exclusive-
OR operator is denoted by ⊕. The TAF represents the number 
of pixels (in percentage) which are different from the original 
one. The acceptance level of TAF is ≤ 15% because above this 
value, the extracted watermark will not be recognizable. 
 
 

B. Watermarked Image Quality 
Fig. 7 shows the original Lena host image and three 

watermarked Lena images based on the Scheme-2, Scheme-3 
and Proposed Scheme. There are no visible distortions 
between the four images. The proposed scheme maintains a 
high quality       (PSNR=38 dB) for   the watermarked image even  
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Fig. 7 Watermarked Lena images (512x512): (a) Original host 
image (b) Scheme-2 (c) Scheme-3 (d) Proposed-scheme. 
 
though slightly inferior compared to Scheme-1 (PSNR=42 
dB), Scheme-2 (PSNR=61 dB) and Scheme-3 (40 dB). 
 

C. Computational Complexity 
Table I shows performance comparison of computational 

complexity between different techniques. It can be seen that 
the SVD-based Scheme-1 is quite computationally intensive. 
DCT domain Scheme-3 [18] and Proposed-Scheme took 
longer time (about 1.5 times) to embed, compared to the 
spatial domain Scheme-2 [16], as the host image needs to be 
converted into its DCT domain. This is the main reason for the 
longer embedding time in DCT domain schemes because 
embedding in CRT-based spatial domain needs simple modulo 
computations. However, the Proposed-Scheme is still faster 
(about 2.6 times) than SVD-based Scheme-1 [8]. 

TABLE I.  COMPARISON OF COMPUTATION TIME 

 Average Time in millisecond Test Schemes Embedding  Extracting  
Scheme-1[8] 840 798 
Scheme-2 [16] 200 110 
Scheme-3 [18] 359 290 
Proposed Scheme 320 285  

 

D. Robustness Against Attacks 
Several image manipulation techniques were used to 

distort the watermarked images to test the watermarking 
robustness. Samples of the extracted watermarks (Panda 
64x64) under various attacks are shown in Fig. 8. Samples of 
the watermarked images under different attacks using Lena as 
the host image are shown in Fig. 9. The extracted watermarks 
shown in Fig. 8 are extracted from the corresponding 
watermarked images shown in Fig. 9. Performance results 
(PSNR and TAF) of Scheme-1, Scheme-2, Scheme-3 and the 
proposed scheme are summarized in Table II with different 
host images but the types of attack and parameters remain the 
same. The best values are shown in bold. 

In case of cropping attack considering the cropping 
location as (250,250) and the cropping size as 64x64, our 
proposed scheme has shown a little improved performance 
over the three schemes. The TAF of the extracted watermarks 
under different attacks are shown in Table II.  In case of 
tampering attack we considered tampering location as  (250, 
250), the tampering size as 64 x 64 and the tampering strength 
as 30. In this case also, the proposed scheme has shown 
improved performance compared to the three schemes.  For 
addition of noise attack, the watermarked image PSNR was 
reduced to 30 dB by applying additive white Gaussian noise. 
The proposed scheme does not fare well when compared with 
scheme-2. However, the proposed scheme produces much 
lower TAF than Scheme-1 and Scheme-3.  

 

In case of JPEG compression the quality factor was taken 
as 0.7 and the superior performance of the proposed scheme is 
quite evident. The Scheme-1 and Scheme-2 are not able to 
extract the watermark. From Fig. 8 (e) we can clearly see the 
watermark extracted using the Scheme-3 and proposed 
scheme. However the TAF of the watermark extracted by our 
proposed scheme yields lower TAF. This indicates superior 
performance of the proposed scheme over all the three 
schemes against JPEG compression.   

 

Similar results were also observed for other two host 
images, Baboon and Airplane, as shown in Table II. In most of 
the cased the proposed scheme maintains its superiority in 
terms of low TAF. 

 

 
Scheme-1 

[8]      

Scheme-2 
[16]      

Scheme-3 
[18]      

Proposed- 

Scheme      

 (a) (b) (c) (d) (e) 
 

Fig. 8 Extracted watermarks after attacks on watermarked 
image Lena: (a) Without attack (b) Cropping (c) Tampering 
(d) Addition of noise (e) JPEG compression. 
 

VI. CONCLUSION 
We proposed an improved CRT-based watermarking 

technique in DCT domain which led to improved 
performance. With extensive simulations we have shown that 
compared to an SVD-based and two existing CRT-based 
methods the proposed technique is more robust against JPEG 
compression. In addition the proposed technique is robust 
against several common attacks, e.g., tampering, cropping and 
addition of noise. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 
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(a) 

 
(b) 

 
(c) 

 
(d) (e)  

 

Fig. 9 Watermarked Lena image under different attacks: (a) without attack (b) Cropping (c) Tampering (d) Addition of noise       
(e) JPEG Compression. 

 

TABLE II.  PERFORMANCE RESULTS OF WATERMARKED IMAGE AND EXTRACTED WATERMARK UNDER DIFFERENT ATTACKS 

   
     

PSNR (dB) and TAF (%) 
(a) 

Without attack 
(b) 

Cropping 
(c) 

Tampering 
(d) 

Addition of noise 
(e) 

JPEG compression 
    Attacked  

Image Scheme 
PSNR TAF PSNR TAF PSNR TAF PSNR TAF PSNR TAF 

1 42.47 2.73 24.44 36.57 41.08 2.78 24.96 19.04 38.45 41.53 
2 60.97 0.05 16.81 1.30 38.77 0.71 25.02 0.81 39.09 39.61 
3 41.05 0.51 24.42 1.37 39.99 0.81 29.68 7.72 38.56 5.15 Lena 

Proposed 37.38 0.42 24.29 1.10 36.90 0.45 29.28 6.79 36.11 
 

2.80 

 
 
 

1 36.29 0.00 13.98 33.47 34.28 0.42 24.74 7.64 28.39 21.97 
2 61.52 0.00 14.01 5.27 38.56 0.32 25.01 0.88 29.08 42.90 
3 40.65 0.29 21.95 1.17 39.67 0.73 29.64 8.80 30.02 6.05 Baboon 

Porposed 37.82 0.29 21.90 1.07 37.29 0.61 29.33 8.59 29.69 3.64 

 
 
 

1 38.23 0.49 13.37 33.84 35.38 28.30 24.82 38.77 36.34 31.15 
2 61.75 0.00 13.38 5.27 38.57 0.49 26.00 0.39 39.96 36.65 
3 40.41 0.37 22.53 1.27 39.48 0.61 29.61 6.40 39.31 5.57 Airplane 

Proposed 37.24 0.24 21.90 1.07 37.27 0.52 29.76 6.26 36.83 3.15 
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